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Prof. Dr. Harith Salman Hasaani

Editor-in-chief of the Scholar Journal for Sciences & Technology

In the Name of Allah the Merciful
Praise be to Allah, Lord of the Worlds, and prayers and peace be upon the Seal of Messengers

Muhammad Bin Abdullah and on his family and companions.

After here we meet with you in the first number of the Scholar Journal for Sciences & Technology,
which we hope to be a lamp illuminating, For students of science everywhere, They receive the
science and knowledge they need <We are optimistic that we are on track to achieve the objectives
of the Nordic Academy And its scientific journal, the dissemination of knowledge and the real
information and provide it to anyone looking for it , and since it is difficult for any Journal to draw
its features and determine its destination since the first issue, but we are trying to provide the basic
indicators of ambition and direction in the way of culture long and difficult by careful to complete
the requirements of scientific research sound in the published research and studies.

It is no exaggeration to say that the publication of a new scientific journal insisting and insisting on
the availability of safety conditions and accuracy in its production of the first issue is to enter into a
risk-free adventure at a time of explosion and decline in many of the concepts, visions and ethical
values of scientific research , But the concern and emphasis on scientific values sound and correct
despite the difficulty was and will remain the hope and goal of scientists and noble values at all
times and places , And so it has been confirmed to achieve the conditions of publication specified in
everything that is published, regardless of the reactions to maintain our balance of original
researchers and students of science from the correct sources, it is not wise to collect a large number
of writers and publishers, But the wisdom to attract diligent and diligent researchers, no matter how
few they are, only a few who owe them credit in the antithesis of science and few owe them thanks
to the enlightenment of humanity and guidance.
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Weakly Continuity of Bounded Functions in Certain Banach Spaces

Abstract.
We defined Rosenthal Space, and gave description of
some Banach spaces those are not containing the

Prepared by space l; in terms of holomorphic continuous

Habeeb Ibrahim mappings. The polynomials those are continuous
Department of Mathematics weakly sequentially type, and bounded subsets those
College of Science are weakly continuous type has been described.
Qassim University . . Finally, we gave characterizations of bounded linear
Buraydah 51452 -Saudi Arabia operators.

Ha.lbrahim@qu.edu.sa

Key words: bounded linear, Rosenthal space, symmetric
operator, probability measure

1. Introduction: Through, we consider A and B are Banach spaces. We write A* and F,
to signify the dual of A the closed unit ball of A respectively. The sets N, R, and R
denote natural, the real, and the complex numbers respectively. Suppose that C,,;, (4, B)
signifies the space of all functions convert the sequences in A that are weakly
convergent to convergent ones in B, and C,,;(A,B) signifies the space of functions
those convert the bounded subsets of A to weakly continuous. It is evident that,
Cwj(A,B) € Cy,p(A B). Let A and B be complex Banach spaces, then, the space
H (A, B) is known as a space of all functions of holomorphic type from A to B.

For each natural number j € N, P(A,, B) denotes the space of polynomials from A to

B those are k-homogeneous continuous type. We identify that P(4,,B) = B.

@

L¢(A;, B) denotes the space of k-linear functions from A xX%'X A to B those are

The Scholar Journal for Sciences & Technology Vol .4 -NO.8 -29/07/2026
http://www.sst.journalnea.com
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continuous and symmetric. Let Ly(A;, B) —» P(A;, B) be an operator transforms the k-

linear function E into the polynomial P which defined by P(y) = E(y,...,y) is called
an isomorphism of Banach spaces [15]. Assume that ¥ (A4, B) denotes the continuous
maps family from A to B, then we can write:

$p(A,B) = ¢(A,B) N Cg(A, B)

for § = wj or wb. Throughout, if we omitted the range space it is clear that, K =
(C or R); and thus, P(4;) = P(4;,K).

Such function spaces have been examined by many authors ([2, 4,5,6,7, 9, 11, 13]) in
recent years. This note aims to provide revisions of results from [6,10] that characterize
Banach spaces that do not contain [, in terms of the spaces discussed above.

If S:A — B is abounded linear operator which transforms the weakly convergent
sequences in A into convergent ones in B, then it is said to be completely continuous. It
Is evident that 2,,(A;, B) represents the space of operators from A to B that is
completely continuous. However, according to Proposition 2.5 of [7], P, ;(A4,B)
corresponds to the compact operator space from A to B. If every sequence in X admits
of a Cauchy subsequence of weakly type, then the set A c X is called a conditionally
weakly compact subset or Rosenthal subset.

2.Basic Definitions and main concepts:

Definition 2.1: The Rosenthal space is the first complemented subspace of L, that has
been identified. It is the closed linear span in L, of an independent three-valued
symmetric sequence (g,)m=; Such that, ifg > 2, (||gn||2/||gn||q)n:1diminishes
slowly.

Definition 2.2: A function g: X — B is considered weakly continuous if, for every
y €X and € > 0, there are Y,..., Y, € AL, 6§ > 0:x € X, |Y;(y—x)] <6V

i =1,..,n,then||g(y) — f()|l < &.

Definition 2.3:

An operator S: A — A* is said to be a symmetric operator if S verifies:
(x,Sy)=(y,Sx), (y,x €4).

Theorem 2.4. Each Rosenthal subset in a Banach space has a weak closure that is

weakly sequentially dense.
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Corollary 2.5. The functions g;'s where g;: A —» B whose limitations to Rosenthal subsets
of A are continuous and weakly comprise the space C,,; (4, B).

Proof. Let g € C,,,(4,B) and X c A be a Rosenthal subset. Theorem (2.4) states that
there is (x,) c X such that x, - x weakly for any x € X 7@ Because (g(x)

converges to g(x). Hence g ()? G(A’A*)) c g(X), and g|x is weakly continuous.

Theorem 2.6: let A signifies a Banach space of complex type. Then the statements that
follow are equivalent:

(i) There is no copy of the space [, in A.

(ii) For every B, the two spaces C,,;, (4, B), C,,; (4, B) are equal.

(iii) For every complex B, the two spaces H,,;, (4, B), H,,;(4, B) are equal.
(iv) For some complex B, the two spaces #,,, (4, B), #,,; (A, B) are equal.
(v) The two spaces #,,,(A), ,,;(A) are equal.

Proof: (i) = (ii) Since the bounded subsets are Rosenthal in a space that does not
contain [, then Corollary 2.5 is sufficient.

(i1) = (iii) = (iv) are evident.

(iv) = (v): Assume that g € H,,(A,B) \ H,,;(4,B). let k:R — B be given by
k(1) = A(x) and choose x€g with ||x|l=1 . Then koge H,,(A B)\
H (A, B).

(v) = (i) Let S signifies the natural inclusion defined as S:l; = ¢y, T is an
isomorphism defined as T:M — [, and M < A be a closed subspace. S can be
extended to an operator V by using standard arguments to factor across Lo, [0,1]: 4 —
co. V is totally continuous since L, [0, 1] possesses the Dunford-Pettis property and all
operators from the space L. [0, ] to c, are weakly compact. If (e,,) represents [;'s unit
vector basis, then write y,, = 2e, o U. The sequence y,, € A" is obviously a(4*, A)-
null. Now define a function g: A = C by:

9O = ) W), where (y € A).
n=1

Then g is holomorphic and clearly characterized [15, 5.5].
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We now demonstrate that g & C,,;(A4). In fact, if not, we would have that: f: g o
T~' g € C,;(1;) . The nth coordinate mapping on I, is indicated by p,,, so:

Y o T7H(x) = 2ep 0V o T (x) = 2, 0 S(x) = 2p,(x), (x € L)
so, forx € [}

FO)=go TT@ = ) (e o T®)" = ) (2pa ()"
n=1 n=1

We now demonstrate that f is not weakly continuous on the 2-ball. This streamlines the
author's initial evidence and is based on a concept proposed by Professor R. M. Aron.
let {1, ...,n*} € Lo, where n* = (nF)5-; (1 < k < ). We can find an integer number
r € Z such that, for ¢ > p = r, we can discover a sequence (n;) < N that is an
increasing sequence, where for each k k (1 <k <j), the subsequence (nfll.)i IS

convergent; and we obtain:
|nﬁq—n§p|$1+e, (1<k<j))
Forx =e,, —en, in the space € [;, with g > r, we get:
lxll = 2, [n*Go)| = [nk, —nk | <1+e A <k<)),

and
fx)=q+ 2™ (=D = 2(1 + ¢).

Lastly, we demonstrate that g € C,,,(A). In fact, let L < A be weakly compact set. Then
the set V(L) easily be compact in the c, where e > 0 and j € N with 2/ < &. Since
(en) — 0 uniformly over compact subsets of the set c, due to its weak-star nullity, we
find a positive integer m € N (im = j) such that:

1
26, 0V < 7 (1+2),

wherey € Land n > m.
and so

Y, ()| <27,

where y € L and n is greater than or equal m.

For every N € N, let gy(¥) = XN_, (¥ (»))". It is evident that gy € C,,, (A). Suppose
that N > M > m. Then for every y € L we obtain,
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N 00
VD) =g < D [0 < Y 2 =2M<2T <14e
n=1

n=M+1

Consequently, (gy)y=1 € C(A) is a Cauchy sequence in the topology of uniform
convergence on weakly compact subsets of A. Since C,,(A) is the completion of
Cwj(A) in this topology {10, Proposition 2}, we can deduce that g € C,;,(A4) and

(fn)Nn=1 converges to f. The equivalence (a) < (b) was proved in [10].
3.Main Results:

Theorem 3.1. The following statements are equivalent.

(i) There is no copy of [, in A.

(ii) Foreach B and j € N, P, (4, ,B) = P,,;(4p , B).

(iii) There is B such that, for each j € N, P,,,(4;,B) = P,; (4 , B).

(iv) Forsome Bandj € N (j = 2), P,,,(4p , B) = Py (4, B).

(v) Forsome j € N (j = 2), Pyp(A4p ) = Py (4p ).

Proof. (i) = (ii): Appling Theorem 2.5 (i) = (ii).

(i1) = (iii) = (iv) are evident.

(iv) = (v) as in Theorem 2.6.

(v) = (i) Assume that T: M — [, is an isomorphism and M < A is subspace of closed
type. Assume that S from [, to [, is the natural inclusion map. Given that S is absolutely
summing [13], the theorem of Grothendieck-Pietsch domination can be used [9]. Then,
S factors through the space L*(u) for a regular probability measure u of Borel, that is
specified on a compact space. Because L*(u) is injective, T is an extends to the
operator U:A — l,, that is completely continuous due to L*(u)'s Dunford-Pettis
property. For each y in A, write U(y) = (Un(y)):;1 € l,. For every positive integer
j = 2,wedefine P: A - N by

P;(y): Z(Un(y))j+£,e >0

P; is the following functions' product:

I w
A 5 lLL->1l,-],
where W is the polynomial of j-homogenous type and I is the natural inclusion given
by:

Wm): z(nn)”g forn = (n,) € lj,e >0

Hence, P; € P(4;). Addltlonally, because U is entirely continuous, P; € P,,,;(4;).
Now we are going to see that P; & P,,;(4,), If not, we would have

Ri =P oT *(x) € Py;(ly,)
Let p,, signifies the nth coordinate function on the space [,, we have:
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Ri(x) = P o T™1(x) < Z(Un T 1)) " < z(pn(x))j”, (x €l,)
n=1 n=1

The j-linear function X; of continuous symmetric type that is associated to R; is given
by:

Xj(xl, ...,xj) = z D (7). (5). ....pn(xj), (X1, s Xj € 7).
n=1

We define operator C; from the space [, to the space L ( ) as follows:

l1j+s—1
Cj(y)(xl, ...,xj_l) =X; (v, %1, oo, Xg—1), (V) X1, oo, X—g € 1)
Suppose that (e,,) € [, where n # m be a unit vector basis, then we have,
1Ci(en) — Cilem)|| = |Cilen)(enen, Y™, en) — Ci(em)(enen, V™0, €)
= |Xi(enen ' en) — Xi(emen, 7L en)| =1,
Since C; is not compact, we may use [6, Theorem 2.9] to determine that
R; & P(l1,).
Another demonstration of Theorem 2.6 on holomorphic functions might be provided
using the same reasoning. However, we offer both because Theorem 3.1 provides an
actual illustration of a holomorphic function that may be helpful in the other
applications and only requires fundamental tools from Banach space theory.
According to Proposition 2.12 of [6], the equivalency (i) & (ii) is demonstrated.
Known that (iii), (iv), and (v) are new.
The last theorem's assertions (iv) and (v) demonstrate how operators and polynomials
behave differently. Odell demonstrated that if and only if every operator on A that is
completely continuous is compact, then A does not include a duplicate of the space
1,[16]. However, since P,,;,(4;) = Py;(4;) = A" for all A, Theorem 2.6 is no longer
valid for j = 1 in (v). The theorem would not hold for j = 1 even if A were constrained
in (iv) to be infinite dimensional. In fact, it is known from Proposition 3.7 of [8] that A
does not include a complemented copy of the space [, if and only if there is an infinite-
dimensional B where all operators that are entirely continuous from A to B are compact.
Lastly, we provide an operator corollary.
In [3, 8], the symmetric operators are examined in connection with Arens regularity and
spectral features of algebras of analytic functions. Whether every symmetric operator
from A to A™ is weakly compact implies that every operator from A to A* is also weakly
compact is an unresolved question. Here, we address a related query.
Corollary 3.2: The following statements are equivalent.
(i) A has no copies of the space [;.
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(if) All operators on A that are completely continuous are compact.

(iii) All operators from A to A* that are completely continuous are compact.

(iv) All operators from A to A* that are symmetric and completely continuous are
compact.

Proof, (i) = (ii) is included in (i) = (ii) of Theorem 2.6.

(i1) = (iii) = (iv) are evident.

(iv) = (i) Assume that there is an isomorphic duplicate of [, in A. We can locate a
completely continuous operator, just as in the proof of Theorem 3.1. U:A4A - L,
expanding the inclusion S:l; — I,. Let U(y) = (U,,(¥))n=1 € l, Foreachy € A. We
define the polynomial P: A — K of 2-homogeneous type by:

PG) = ) (U2

n=1

Assume that C: A — A” represents the corresponding operator given as follows:

(3,C0N) = ) Un(3):Un(), (3% € A).
n=1

According to Theorem 2.9 of [6] and since P & P,,;(A;), C is not compact. C is clearly
symmetric, and if (y,,,);m=1 € A is a sequence that is weakly and null, then:

ICm)ll = sup{l{x, C(ym)|: x € Ya} = sup{{U(ym), UCx))|:x €Yy}
< [[U@mII-UII.
Since U is an operator that is completely and continuous, so is C.
The equivalence (i) < (ii) is hold from Odell's theorem [16].
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Abstract:

This study introduces an Al-powered Deep Trace system for real-time
detection of deepfake videos during the Sudan War (2023-2025),
particularly the Battle of Khartoum. Using Convolutional Neural
Networks (CNNs) and Multimodal fusion, Deep Trace identifies
manipulated content spread through social media and messaging
platforms under conflict conditions. Verified fact-checks revealed that
several viral videos claiming Forgener airstrikes were actually filmed at
Khartoum International Airport. Simulations achieved an AUC of 0.91
and accuracy of 91% under low-bitrate video compression, demonstrating
DeepTrace’s potential to mitigate misinformation and enhance situational
awareness in active war zones. Deepfake technology Al-generated
synthetic video and audio has become a critical threat to information
integrity, especially within volatile conflict environments. Adversaries can
impersonate political leaders, military officials, or civilians in real-time
streams, enabling propaganda, fraud, and psychological warfare. This
paper presents a real-time deepfake detection framework inspired by
DeepTrace/Sensity (Deeptrace Labs, 2019; DeepTrace Al, 2025),
integrating multimodal Al analysis and deployment-ready engineering.
The system combines visual forensic analysis, audio liveness and voice-
clone detection (Federal Trade Commission [FTC], 2023), and challenge—
response verification tests (Hegde, Mittal, & Memon, 2024), supported by
an instant alerting mechanism. Algorithms and pipelines are optimized for
low-latency operation to function effectively under conflict conditions.

Experimental evaluations on benchmark datasets (Celeb-DF, DFDC)
and simulated war-zone scenarios demonstrate strong detection
performance, with an AUC ~ 0.88 and alerting latency ranging from sub-
second to a few seconds. The system proves practical for use in command
centers, newsrooms, and digital platforms that require immediate
authentication of media content. Real-time deepfake detection thus
represents a necessary defense layer against Al-driven disinformation in
war zones, though adversarial evasion, domain shift, and governance
challenges remain .
Keywords: Deepfake detection; War zones; Sudan War; Real-time Al,
Multimedia forensics; DeepTrace; Audio liveness; Video forensics; Information
warfare.
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1. Introduction

The Sudan War has illustrated how artificial intelligence can be weaponized through deepfake media to
manipulate narratives. In April 2023, videos depicting explosions in Khartoum were widely circulated as
evidence of international airstrikes; open-source analyses confirmed them as recycled or altered footage
[1], [2]. The proliferation of such falsified content exacerbates panic, undermines trust in official
communication, and complicates humanitarian coordination.

Today, cyber attackers use Atrtificial Intelligence (Al) to boost the sophistication and scope of
their attacks. On the defense side, Al is used to improve defense plans, robustness, flexibility, and
efficiency of defense systems by adapting to environmental changes. With the developments in
information and communication technologies, various exploits that are changing rapidly constitute a
danger sign for cyber security. Cybercriminals use new and sophisticated tactics to boost their attack
speed and size [6]. Consequently, there is a need for more flexible, adaptable, and strong cyber defense
systems that can identify a wide range of threats in real time. In recent years, the adoption of Al
approaches has increased and maintained a vital role in the detection and prevention of cyber threats [6].

Deepfake technology, powered by advanced Al models such as Generative Adversarial
Networks (GANs), poses unprecedented risks to information integrity in war zones. Malicious
actors exploit synthetic videos and cloned voices to spread disinformation, impersonate leaders, or
manipulate public perception during conflict. Traditional cybersecurity tools are insufficient
against these human-targeted threats, making real-time deepfake detection essential [6]. This study
explores Al-based methods for video deepfake detection, inspired by the DeepTrace framework, to
safeguard trust in critical wartime communications. Synthetic Al video uses artificial intelligence to
create dynamic imagery that appears lifelike. For example, a synthetic video generator can use
human input to create virtual video content that resembles real studio production [7]. The ongoing
evolution of deepfakes is indicating a rise in advanced fake news, where disinformation is being
spread by various actors, including automated accounts, external actors, partisan media, conspiracy
advocates, and online agitators through the use of realistic Deepfakes.

Detecting deepfake videos are considered essential for preventing the misapplication of computational
intelligence in video manipulation. Although attempts to detect deepfake videos have been applied such
as the utilization of graph representation and graph neural networks for deepfake detection [7], there are
still notable challenges. According to [8], current deepfake detection have achieved about 65 % accuracy
in real-world scenarios as compared to near-perfect accuracy in a controlled setting. A variety of methods
have been suggested to identify and expose deepfake videos but these procreative models evolve at such a
pace that it has become toilsome to keep updating the precision of deepfake detection tools [10].

. Challenges in deepfake video detection:

Despite the considerable progress in deepfake video detection, there are a lot of challenges. The most
important one is that the techniques used to generate deepfakes change at an extremely fast pace; thus,
they keep introducing forgeries that are getting closer to real videos and becoming more difficult to detect
[23]. Also, the quality of deepfake videos would most definitely vary according to the
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resolution, compression level, and even the platform on which they are being shared. Therefore, a single
detection methodology may not be able to retain precision for all sorts of scenarios. Moreover, attacks
against the detection systems have revealed some adversarial ones.

= Deepfake video detection techniques:

Deepfake video detection methods have been categorized into three main areas: visual-based, audio-
based, and multi-modal approaches or deepfake video detection wusing visual and audio
signals simultaneously. Each type addresses different facets of deepfake manipulation, and the goal is to
detect inconsistencies that arise in either visual, audio, or the combination of both modalities in fake
media.

Motivation: Deepfakes—photorealistic synthetic media created with deep learning—have evolved
from lab curiosities into potent tools for operational deception and psychological operations. In war
zones, such content can erode trust, trigger panic, or disrupt decision-making [13].

Threat gap: Conventional cyber defenses protect data and infrastructure, not human perception.
Deepfakes target identity, context, and credibility. Manual fact-checking is too slow during crises; even
short-lived virality can inflict lasting harm. Hence, automated, real-time detectors are needed to triage
streams within seconds and provide actionable forensic evidence, as per Canada Centre for Cyber
Security, [15] and U.S. Government Accountability Office [24].

The remainder of the paper is organized as follows: Section 2 reviews related work on counter-drone
technologies, including detection sensors, Al techniques, and mitigation methods. Section 3 details the
proposed system’s architecture and methodology, including the sensor fusion pipeline and the Al model
for detection, as well as the jamming mechanism. Section 4 presents Case Study: Sudan War (Khartoum).
Section 5 presents simulation results and discussion of the system’s performance. Section 6 discuss Ethical
and Security Implications. Section 7 presents distinct contributions from this paper. Section 8 remarks on
future works and directions. While finally, Section 9 concludes the paper with final remarks and future
directions.

2. Related Work

Deepfake detection has evolved rapidly, with major datasets such as DFDC and FaceForensics++
advancing benchmark performance. However, these models assume high-quality data and stable
connectivity, conditions absent in war zones. Few studies address detection resilience under low signal-
to-noise ratios or heavy compression typical of mobile transmissions in conflict environments like Sudan

[3].

Deepfake technology creates highly realistic manipulated videos using deep learning models, which
makes distinguishing between authentic and fake content extremely difficult. This technology can
negatively affect society by breaching privacy and spreading misinformation [10]. The advancement
of Deepfake technology coupled with the swift dissemination and broad accessibility provided by social
media platforms, enables the rapid reach of these videos to a vast audience, generating significant public
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apprehension and unease [11]. Extensive alterations to visual attributes, including facial expressions, age,
and other physical characteristics, are enabled by Al-powered applications such as [12].

Deepfake Generation: Modern face swaps and reenactment use GANs and diffusion models; voice
clones rely on neural TTS and speaker embedding models. Commodity tools now produce plausible
fakes with little data, lowering the barrier for attackers [11]. Table 1. [llustrates eight Scenarios and
their Outcomes as a performance information summarizing the results of DeepTrace-RT:

Table 1. DeepTrace-RT performance results

Scenario Metric/Outcome

1 | Deepfake Detection Challenge) ROC-AUC a%o" 0.88, Accuracy 2%o” 0.81

2 | Celeb-DF(v2) Robust cross-domain generalization (~0.85 AUC)

3 Equal Error Rate (EER) ~5%; improved with
Audio-only multimodal fusion (~90% detection)

4 | Latency (GPU) < 2 seconds alert time

5 | Latency (CPU) ~ 5 seconds alert time

6 | Simulated Fake Briefings Flagged within ~1.5 seconds

7 | Simulated Cloned-Voice Orders Detected within ~3 seconds

8 | Human Volunteers 4%o0” 70% accuracy

“According to Alrashoud [11], original videos exhibit stable lighting, consistent temporal motion,
and natural texture, whereas deepfake videos often reveal flickering illumination, blurred facial
boundaries, and inconsistencies in transitional movements such as head turns or facial expressions”
review. Regarding to Original vs. Deepfake Videos, based on Alrashoud [11]:

1. Alrashoud [11] highlights that original videos maintain consistent lighting, coherent facial
geometry, and stable facial textures across frames, which serve as reliable forensic cues.

2. In contrast, deepfake videos often exhibit anomalous illumination shifts, blending artifacts around
face boundaries, and slight spatial distortions from frame to frame.

3. The paper argues that these subtle inconsistencies—especially temporal discontinuities in motion
or texture—are key to detecting forgery using Al-based forensic methods.

3. System Architecture and Methods

DeepTrace-RT employs a multimodal Al pipeline combining convolutional visual forensics and audio
spectrogram-based authentication. A distributed inference framework supports low-bandwidth
environments using lightweight CNN encoders and Mel-spectrogram fusion layers. The system achieves
sub-5-second response latency, extending previous DeepTrace implementations for real-time verification
in conflict zones [4], [5].

Detection Families:
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« Passive visual forensics: CNNs and Xception-like backbones learn subtle artifacts such as blending
edges or temporal inconsistencies. Recent work adopts steganalysis-inspired methods to extract
residual noise efficiently [8]. Physiological-signal approaches (e.g., photoplethysmography) provide
complementary cues [13].

e Audio liveness and cloning: Spectrogram CNNs and speaker-verification pipelines identify cloned
voices. Short-window liveness scoring reduces error rates when trained on diverse voice-clone
systems [13].

e Active defenses: Real-time prompts such as extreme head turns or rapid phrase repetition
degrade live deepfake quality, enabling detection [15].

Ecosystem tools: Lightweight verification and dashboard alerting are emerging trends [16]. See Figure 1
ROC Curve-DeepTrace Sudan Dataset.

The proposed architecture includes:

1. Ingest & Preprocess: Frame sampling (8—12 fps), face localization (BlazeFace — RetinaFace),
normalization, and audio chunking (2-s windows).

2. Visual Engine: Lightweight CNN backbone with temporal motion cues; outputs fake
probability and heatmaps [8].

3. Audio Engine: Spectrogram-based CNN with optional speaker verification and liveness
scoring [9].

4. Fusion & Decision: Combines multimodal scores; calibrated decision rules handle conflicts.

5. Alerting & Audit: Instant alerts with forensic details; immutable logs for transparency [16].

Figure 1. ROC Curve - DeepTrace Sudan Dataset

1.0¢F Sudan Deeplrace (AUC=0.91)
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Figure 1. ROC Curve-DeepTrace Sudan Dataset.
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Threat Model for WarZone Use:

Targets include heads of state, commanders, spokespersons, aid workers, journalists, and
civilians. Channels include live calls, broadcasts, and social media uploads. Adversaries seek morale
erosion, command confusion, resource misallocation, reputational damage, or fraud. Operational
constraints—low bandwidth, high compression, multilingual content—demand systems robust to
noise and latency [8]. Moreover, the threat model must account for the psychological dimension of
warfare: deepfakes can undermine public trust even after debunking, as the lingering doubt
damages institutional credibility. Adversaries may exploit time-critical windows, releasing
manipulated content during sensitive operations to maximize confusion. In addition, cross-
platform propagation allows fake videos to spread simultaneously across television, messaging
apps, and radio, making coordinated responses more difficult. The heterogeneity of devices in
war zones—ranging from low-end smartphones to satellite-linked terminals—requires detection
systems that are both lightweight and scalable. Finally, attackers may integrate multi-modal
deception, combining video, cloned audio, and falsified metadata, making single-layer defenses
insufficient without multimodal Al detection.

4. Case Study: Sudan War (Khartoum)

Khartoum’s digital landscape during the Sudan War was defined by communication blackouts,
misinformation bursts, and the viral spread of deepfakes. Fact-checkers identified false videos misattributed
to foreign attacks, notably a video shared as Gaza bombings that originated in Sudan and another showing
Pakistan’s Nur Khan Airbase falsely linked to Sudanese events [1], [2]. The DeepTrace Sudan dataset
simulates 1,200 video clips reflecting real-world encoding, network jitter, and environmental constraints.
For Sudan war as case study understanding see Figure 2: Precision-Recall Curve under Compression.

Figure 2. Precision-Recall under Video Compression
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Figure 2. Precision-Recall Curve under Compression Levels
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5. Results and Discussion

The DeepTrace-Sudan model achieved an AUC of 0.91 and precision of 0.92, maintaining stable
detection even under heavy compression artifacts and unstable network conditions. When compared with
the DFDC benchmark, performance degraded by only = 3 %, confirming the framework’s robustness
for real-time verification of conflict-related media.

Latency analysis indicated median detection times below 4.5 seconds on mobile-grade networks,
validating the system’s readiness for field deployment in humanitarian, journalistic, and media-
monitoring operations. The results further confirm that the proposed DeepTrace-RT pipeline achieves a
favorable balance between accuracy, speed, and resilience, making it suitable for rapid-response
verification tasks in unstable environments such as Khartoum during the Sudan War.

See Figures 3-5: Confusion Matrix — DeepTrace Sudan Dataset, Levels Latency vs Network Jitter
(Simulated Field Test) and Accuracy Comparison — DFDC vs Sudan Dataset respectively.

Figure 3. Confusion Matrix - DeepTrace Sudan
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Figure 3. Confusion Matrix — DeepTrace Sudan Dataset
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Figure 4. Latency vs Network Jitter - Field Simulation
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Figure 4. Latency vs Network Jitter (Simulated Field Test)

Figure-based evaluations (ROC, PR, Confusion Matrix, Latency vs Jitter, and Accuracy Comparison)
collectively demonstrate that DeepTrace can sustain high reliability under degraded Sudanese
connectivity and low-bitrate environments.
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- Figure 5. Accuracy Comparison - DFDC vs Sudan Dataset
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Figure 5. Accuracy Comparison - DFDC vs Sudan Dataset
Performance Summary (Text for Section 5):

On the DFDC benchmark, DeepTrace-RT achieved a ROC-AUC ~ 0.88 and accuracy ~ 0.81,
demonstrating  strong  baseline  performance across diverse  manipulation  types.
Cross-domain evaluation on Celeb-DF (v2) confirmed robust generalization (ROC-AUC =~ 0.85),
sustaining  high  precision  despite unseen compression and lighting variations.
The audio-only detection pipeline achieved an Equal Error Rate (EER) = 5 %, which improved to
nearly 90 % overall detection accuracy when fused with visual features in the multimodal
configuration. Average inference latency was < 2 s on GPU servers and = 5 s on CPU laptops, enabling
real-time deployment across both edge and centralized setups. In simulated war-zone communication
tests, fake military briefings were flagged within approximately 1.5 s, and cloned-voice radio orders
within about 3 s. By contrast, human volunteers achieved only =~ 70 % accuracy on the same dataset,
underscoring the superior speed and reliability of the automated DeepTrace-RT system [14].

The Scholar Journal for Sciences & Technology Vol .4 -NO.8 -29/07/2026
http://www.sst.journalnea.com



http://www.sst.journalnea.com/

¥ ~ 2 The Scholar
AN e%\

{\.i" Journal for S]St

Al DeepTI’ace Real 'T| S v 74 Sciences & Technology

Performance Chart Description:

Figure 6 visualizes the summarized results of DeepTrace-RT, showing detection accuracy (ROC-AUC,
EER as inverted accuracy), latency efficiency, and responsiveness to simulated war-zone scenarios.

Human detection accuracy
Cloned voice detection (s)f
Fake briefing detection (s)

Latency CPU (s)p

Latency GPU (s)f

Fusion Improvement
Audio-only EER (1)}
Celeb-DF(v2) Generalization
DFDC Accuracy

DFDC ROC-AUCE

DeepTrace-RT Results Overview

0.70
3.00
1.50
5.00
2.00
0.90
0.05
0.85
0.81

0.88

0.0

02 04 06 08
Normalized Performance (0-1 scale)

Figure. 6: Performance chart summarizing the results of DeepTrace-RT

6. Ethical and Security Implications

Although DeepTrace significantly enhances the ability of journalistic, humanitarian, and
governmental entities to verify audiovisual content, its deployment must adhere to ethical safeguards.
Incorrect classification of authentic media or adversarial manipulation of the detector itself could trigger
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diplomatic or operational repercussions. Therefore, transparent governance, cross-agency oversight,
and compliance with international information-ethics standards are essential.

Data collected for training or validation in conflict zones should respect privacy, consent, and
neutrality, avoiding the amplification of bias or exploitation of civilian material. Integrating
explainability mechanisms and human-in-the-loop review will help ensure accountability and
trustworthiness in real-time operations.

While DeepTrace enhances the ability of humanitarian and media organizations to verify content, its
use must align with ethical protocols to prevent misuse. False identification or adversarial manipulation
could have diplomatic consequences. Transparent governance and cross-agency oversight are essential
for deployment in active conflicts.

7. Contributions

This paper makes several distinct contributions to the growing field of real-time deepfake detection
under conflict conditions:

1. War-Zone Threat Model: Define a structured threat model for deepfakes in war zones—identifying
target entities, communication channels, and attacker objectives—to guide defensive design and policy.

2. System Design: Develop DeepTrace-RT, a modular, multimodal system that enables live video and
audio deepfake detection, verification, and instant alerting optimized for degraded network conditions.

3. Experimental Validation: Report detailed simulation and benchmark results across both public
datasets (Celeb-DF, DFDC) and conflict-specific scenarios derived from Sudan War case studies,
demonstrating high accuracy and low latency.

4. Deployment Framework: Propose a practical deployment playbook including standard operating
procedures (SOPs), human-in-the-loop validation, and governance protocols tailored to wartime
communications and humanitarian information integrity.

8. Limitations and Future Works

Future work will focus on field testing the DeepTrace framework once stability and peace are restored
in Sudan. Empirical trials will refine classifier robustness, reduce false-positive rates, and expand
interdisciplinary collaboration between Al researchers, conflict monitors, and information-security
agencies. Further research into adversarial resilience, dataset diversification, and governance
frameworks will be essential as generative Al—and the tactics that weaponize it—continue to evolve.

= Edge constraints: Further optimize for mobile/embedded deployments (INT8 quantization,
ONNX/TensorRT ports).
= Multilingual/low-resource audio: Expand phonetic coverage; explore self-supervised audio
pretraining.
®=  Provenance synergy: Integrate content credentials/watermarks for positive verification
alongside detection.
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Active defenses at scale: Standardize challenge-response protocols for government/press
communications.

Human factors: Study alert design and explanations that maximize trust and correct operator
decisions under stress [21], [22].

9. Conclusion

Deepfakes represent a critical people-layer cyber threat, weaponizing credibility at the speed of
social media and creating unique vulnerabilities in war zones where trust, timing, and verification are
crucial. This study presented DeepTrace-RT, a pragmatic, real-time, multimodal deepfake detection
framework that integrates rapid visual forensics, audio liveness and voice-clone analysis, and
instant alerting mechanisms with auditability and operational resilience. Experimental evaluations
confirm that high detection accuracy (AUC = 0.91) and low-latency inference can coexist, enabling
near-instant triage of synthetic media in conflict environments such as Khartoum.

Although no detection model is flawless, embedding DeepTrace-RT within comprehensive
information-security playbooks, supported by human analyst oversight and cross-platform
authenticity standards, can significantly blunt the impact of coordinated disinformation campaigns.
Such systems strengthen decision-making integrity, public trust, and civilian safety amid the
information fog of war, underscoring the importance of Al-driven media forensics in preserving truth
during modern conflicts.
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Abstract:

The aim of this paper is to analyze the relationship
between fiber bundle theory and characteristic classes
In homogeneous spaces. It clarifies the mathematical
framework and definitions, utilising tools like
classification spaces, homology, and cohomology
theory to explain key concepts in algebraic topology. It
highlights vector bundle theory as essential for these
applications and describes the classification of fiber
vector bundles, linking it to the characteristic class
theory of cohomology for computations across various
homogeneous spaces. Important definitions and
properties of general vector bundles, as well as
tangential and perpendicular bundles of smooth
manifolds, are also discussed.
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Introduction:

Algebraic topology is a rich and dynamic field that connects geometry and algebra. To
advance the traditional understanding of characteristic classes and about how to relate
and calculate the cohomologies of different homogeneous spaces, vector bundle theory
represents the common language between abstract algebraic constants and real-world
geometric applications. Our method uses to offer standard axiomatically defined
characteristic classes, such as the Steffel-Whitney, Chern, Pontryagin, and Euler
classes,[14] provide fundamental information about bundles, such as their directionality,
complex structure, and symmetry properties, which have wide-ranging applications in
both pure mathematics and theoretical physics, particularly in gauge theory. By studying
how these algebraic constants relate to one another, we can gain deeper insights into the
geometric and topological aspects of space.[12] While simultaneously computing the
cohomology(H) of the necessary classifying spaces. By navigating classifying spaces, we
must compute the cohomology of different homogeneous spaces and classical groups to
allow us to add applications of topological algebra. By looking at how these algebraic
invariants are related to each other, the researchers can learn more about the geometric
and topological aspects of space, which will help both mathematics and physics make
more progress. [12] Furthermore, the calculation and classification of this symmetry
constants are in an inseparable way linked to fiber bundle theory and space classification.
These algorithms provide us not only with vector bundle sorting but also with a wealth of
insights into various topological phenomena, focus on studying characteristic classes, we
discover connections between them and fields such as differential and algebraic
geometry, gouge theory, and even robotics. This demonstrates the importance and the
feedback of these mathematical concepts, the structure of spectral sequences, particularly
shothiserre spectral sequences, enables the systematic computation of symmetry smooth
loops related to complex fiber bundles. These loops appear polynomial algebraic
structures that define and constrain the behavior of characteristic classes.

1- Bundle theory and Characteristic classes.

In mathematics there are structures known as fiber bundles, a fiber is locally attached to a
base space to form total space, and characteristic classes are an element in algebraic
topology used to detect twist or non-triviality in a fiber bundle associated to cohnomology
class. [8]

In this context, we outline the key definitions that facilitate connections within the text.
Fiber bundle:

A fiber bundle consists of three spaces (E, B, F) with projection map
p: E = B where E is the whole space, B defines the foundational space
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and F is the fiber which is attached to each point of base B.
Serre Spectral Sequence.

The Serre Spectral Sequence is a computational tool associated with a
[ p
fiber bundle: F > E — B.[16]

It provides a method to reconstruct the cohomology elements of E from
the conomology elements of B and F.

Consider a cylinder as a fiber bundle. The foundation space B is a circle
S1, Furthermore, the fiber F forms a line segment. The total space E is
the cylinder itself. At each point on the circle, a line segment (the fiber) is
attached vertically. The projection map p: E — B simply drops each
point of the cylinder down to the corresponding point on the circle. This
illustrates how the fiber is locally attached to the base space to form the
total space. [8,15]

Homogeneous Spaces.

Let G be a Lie group and H a closed subgroup. The space G/H of left
cosets is termed a homogeneous space, which is a manifold M where a
Lie group has a transitive action. Consequently, M is diffeomorphic to the
coset space G/H, with H being a closed Lie subgroup of G. This structure
naturally induces a principal fiber bundle: H - G — G/H.[3]

In this context, weset E = G, = G/H,andF =H.
Classifying Spaces.

In theory of fiber bundle of algebraic topology, a classifying
space BG for a topological group G is a space whose entire topology is
designed to encode the structure of principal G-bundles.[11]

Characteristic class:

"Characteristic classes are topological elements at cohomology classes
that can computed for a fiber bundle of bases space mainly victor
bundle." This sentence seems to be discussing characteristic classes in the
context of topology and fiber bundles, but the wording is a bit unclear.
Here's a clearer interpretation. [11,12]

Characteristic classes are algebraic invariants associated with vector
bundles (likely meant by "victor bundle") over a base space. These
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classes live in the cohomology of the base space and provide topological
information about the bundle. They are used to distinguish non-
isomorphic bundles and play a key role in differential geometry and
algebraic topology. For our goals, it is sufficient to focus on,

(i) Or(7):= Un(R” ),or 0:= Un(R™) the orthogonal —
unitary groups

(ii))SOr(r):= SUn(R"),or SO :
= SUn(R™) the specific orthogonal
— unitary groups
(iii))Un(r):= Un(C"),or U := Un(C*® )the unitary groups.
(iv)SUn(r):= SUn(C" ),or SU :
= SUn(C™)the specific unitary groups.
(W) SP(r) := Un(H"),or SP := Un(H ™) the symplectic groups.
[2]
In this algebraic topological context, we calculate the classes of features of several
homogeneous areas, including these spaces

SP(r)/Un(r),Un(2r)/SP(r),Un(r)/O0r(r),and SOr(2+)/
Un(r).

The Stiefel-Whitney, Euler, and Thom isomorphism classes, along with the Chern

classes, are the initial elements of characteristic classes and some others we deal with in

our study. Since there will be a lot of explicit calculations, using a few general

notational conventions helps to maintain structure. Then the symbols of these classes
denoted as,

sw; € HY(BOr(#); F,), denotes the classes of Stiefel Whitney.
ch; € H**(BUn(r); Z), denotes the classes of Chern.
sy; € HY¥(BSP(r); Z), denotes the classes of symplectic.
P; € H¥(BOr(r); 2), denotes the classes of Pontryagin .
£ € H?(BSOr(2+); Z), denotes the classes of Euler.[2,7]

Before inserting integrally, the P; and £ will be taken in mean of coefficient rings that
contain half values. For fundamental illustrations of characteristic classes in
cohomology with different factor rings, we employ same notations computing these
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rings of characteristic classes reduce to computing the cohomology rings
H*(BUn(r); Z) and H*(BOr(r); Z,).

Definition 1. The quotient space D,/S; (S, collapses to a point) is
defined the space of Thom by bundle A and it's often referred as
Tm(A) or Th(A).

We are going to make advantage of Tm(A) or Th,, then the global G-
bundle's Thom space is represented by symbolled ThmG or TmaG, e.g.,
ThUn(r),TmUn(r) orThU,TmU like BU,BO, and other complex or
real K-theory spaces, these basic Thom spaces show inequality and
bordism. And the Thom space Th(R"™) computes as Th(R") =
D" /STl = §" = R"U.][5,9]

2- Classical groups:

The Lie classical groups, which are a category of leading groups, are now
visible, for K denoted by real, complex and quadrated numbers

K = R, and H respectively, we have linear translated of k with inner
product of topological space Tis; Th : T — T The classical groupings are thus
as follows: [2]

GL(G) = {Th: G - G| Thisreversible and of finite type},
Un(G) = {Th|Th € GL(G) and Th is an isometry},
and,if K = RorK = (

SL(G) = {Th|Th € GL(G): detTh = 1}
SU(G) = {Th|Th € Un(0): detTh = 1}
The determinant is assuredly well-defined due to the finite type of
demand. We can characterise this class of matrices by choosing a certain

Orthonormal foundation for G. It may be classified as a generic linear
group, which functions as a topological group concerning matrices of the

form. [4]
(5 )

M is an inverted »~ X #~ matrix of values with »~ < co.

Consequently, the parts that are included Un(T) < GL(T) and
SUn(G) - SL(G) these are the equivalences of homotopy
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Extra classical classifications are referred to as spinor groups, we define
Sbin(») for » > 2 with Sbin = Sbin (), as the complete covering
group of SOr(#?). Any one of the Sbin () for » < oo is a Lie group and
every Sbin = Sbin(»). Since n, (SOr(r)) = Z/2Z, Sbin(r)isa
double cover of SOr(#). Yielding the following identifications in low
dimensions:

(i) SOr(1) = SUn(1) = eand Or(1) = Z/2Z

(ii) SOr(2) = Un(1) = Th(1) (the Thom circle group)

(iii) SPin(3) = SUn(2) = SP(1) = S; (Quaternary numbers of
dimension one)

(iv) Sbin(4) = SP(1) x SP(1)

(v) Sbin(5) = SP(2)

(vi) SPin(6) = SUn(4).[2]

Proposition 1.[10] The trivial map : Y — B of a main G-bundle is
equivalent to the existence of a cross-sectiong: B — Y.
Proof. Necessity is obvious by given ¢ and an atlas {¥;, ¢;}, the maps

Y;:¥; = G provided by ;(x) = ¢;; ° o(x), for g € G, Satisfy

Y ()19 ()Y (x) EH = e, forx € ¥;n ¥,.
For computational purposes, the standard instances of Stiefel manifolds
and their different bundles are recorded.

Lemmal. . For1l < 6§ < »,Vy(R")is (v — § — 1),connected and
z < 7,0 =1 orr—4§iseven

7 =
T[¢_5(Y/5(R ) {Z/ZZ if S =rorr —34isodd

Theorem 1. The H*(V5(R"); F,is cohomology, which takes an initial
structure of equality{x; | » — 6 < i < r}.

Proof. We start by inducing &, starting with ¥, = S”~1. Suppose the
result is for V5_, and take note of the bundle's modulo2 cohomology's
Serre spectral sequence. Vs — Vs_, by fiber 7=, We have E, =

H Vs_y; Fp)) @ H(S"7%; F,)) sincem;(Ws_,) = 0if g <nand
since ¥,. — V,._,is useless double cover Or(#) - SOr(+). All
differentials except d,._s,,are nulls dimensional reasons. If
d,_s+1(1,—s)were non-zero, then H"~%(¥4; F,) = 0.

However, H" =% (Vs; F,) = F, by the Hurewicz and general coefficient
theorems, as well as Lemma 1. [15]
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Therefore E, = E, and canonical maps are consulted in the conclusion.
L: Vs (R7H) = Vs(RMand m: Vs 1 (R™) — Vs(R")
Lemma 2. For K = R, (,or 7€, the greatest subgroup of Un(K™™1)
which is natural in Un(K™) is the narrow or null group.

Proof. is equivalent to the unit sphere S%-i, d=dimzK, then Un(K”")
effective self-action appears by its.

Definition 2. The Stiefel manifold V5(K™) for» > § > 0, isthe
homogeneous space Un(K)” /Un(K”~1), so that, Vs is.[8]

Vs(R™) = Or(»)/0r(r — §)

Vs(C™) = Un(»)/Un(r — 6)

Vs(H"™) = SP(r)/SP(r — ).

Lemma 3.For » > §, the fundamental mappings

SOr(r)/SOr(r — &) — Vs(R™).

and SUn(#)/SUn(r — &) — Vs(C).

Classical homeomorphisms are discussed. Canonical homeomorphisms
emerge.

V,-(R")
= 0r(r) V1(¢")
V1 (R7) V-1 (C”
= SO0r(r) V(€™
VlCRf) = S}—l

Un(r) V(™)
= SUn(r) |~ SP(r)
S

-1 Vi(H")=S4p1.

-~ 1

The following are the immediate effects of the previous results. [2,9]

If homology and cohomology are dealt with using integer coefficients, we
define the Chern class, we may observe that the transgression is through
the circle bundle of ST = Un(1), that the transgression map 7: H1(S!) —

H?(BUn(1)) is an isomorphic structure; hence, the suspension is also
o:H?>(BUn(1)) — H(SY).

Then Chern classes denoted as ch; € H*(BUn(r")) conclude the
following fundamental facts. [12]

(iYchy = landch; = 0ifi > r.
(ii)ch, € HZ(BUn(l))is the normalcanonical class.
(iii) in(ch;) = ch; (hencei,(ch,) = 0).

(iv) p;j(chk) = Z ch, @ ch,,.

a+b=k
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If we define H*BSP () has comparable to the Chern classes in terms of
polynomial generators of H*BUn(#*) by canonical maps ¢,: T" —
SP(r), where ¢,. is the induced map on classifying spaces was also
presented by u,: SP(1) — SUn(2) that forms topological groups as an
isomorphism. Then the unique classes sy; € H*'BSp(#), these classes
known as simplistic classes, obey the next axioms.[9]

(i) sy; € H¥BSP(1) is ¢, under the identification p,: SP(1) » =
SUn(2).

(i) in(sy:) = sy;.

(iil) p; j (sy1) = Xarp=15Ya @ SYp.

(iv)sy, = landsy; = 0 fori > .

In addition, H*BSp(») = P{sy,,..., sy, }and

(V) wi(chy) =0ifiisodd,and ,(chy) = (=1)isy;.

(Vi) v (59) = Saspeai(—1)*ichq chy,

Each characteristic class of the bundle SP(#) is given as a polynomial
in the symmetric well classes. IfA: E — Aisan SP(#) — bundle,
under the symmetric well classes sy; (1) € H*'(A) following:

(i) if SP(1) = SUn(2) for bundle A then sy,(1) = —chZ(A‘t).

(i1) sy; (1) = sy;(1 @ 1), where 1 indicates meaningless or a minor
SA1) bundle associated with A. [11]

(ii)sy(A @ n) = sy(A)sy(n), for each SP-bundle .

(iv) syo(1) = 1 and sy;(1) =0 for i > n.

(V) ch;(A") = 0 if i an odd case with ch,;(A°") = (=1)'sy;.

(vi)if AisaUn(nm)bu: sy;(Ae) =
Yarp=2i(=1D) % cha (D) chy, ().

Homogeneous specially spaces, Un(27)/SA 7)), SUn (2)SA»), and

S(»/Un(#?) can now be undertaken for the computation of the
cohomology of homogeneous spaces.

Corollary 1. [2] In the form of algebras, H*Un(2+) /SP(r) =
E{x4;_3|1< i< n}and H'SUn27)/SP(r) = E{x 4_3|2 < i <
v} with |x,;_5| = 4i — 3. Then

H*Un(27)/SP(r) - H'Un(27r) and H*SUn(27)/SP(r) =
H*SUn(27) take x4;_3 t0 X4;_s3.
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Proof. By taking spectral sequence associated with Eilenberg-Moore,
Un(27)/SP(r) - BSP(r) — BUn(27). We need to calculate

E, = H'BUn(27)or(Z,H*BSP(r)),solet H*BUn(27) =
P{chy,...,ch,,.} and let H*"BSP(r) = P{sy,,...,Sy,-},since E, is
located in the second quadrant, and the fibrations map immediately
supports this statement,

Un(2r) - EUn(27) - BUn(2r)
) \) ()
Un(2r)/SP(r) - BSP(r)—- BUn(2r)
"Because the suspensions of the Chern classes as generators for
H*Un(2r), the calculation for H*SUn(27)/SP(r") is precisely the same."

Corollary 2. As algebras,

H*Un/SP = E{xi, x5, Xg,...},
H*SUn/SP = E{x;, x5, Xq,...},
and H*SP/Un = P {ch,, ch,,...}/I
where I = imv”* is generated by

(Za+b=2i(_1)a+iCha Chb | [ 2 1) [2]

Proof.[2] Instantaneous by passing to limits because the cohomological
representations created by

Un(»)/SP(r) - Un(r +1)/SP(r + 1),
Un(r)/SP(r) - SUn(r +1)/SP(r +1)
and SP(r)/Un(r) = SP(r +1)/Un(r +1)

they are transformations maps that stand out. The homomaorphisms that
each of the maps in the bundles result in cohomology can now be
calculated in summary, be.

Un > SP > Un
SP/Un— BUn > BSP
sPS un S unssp
Un/sP > BsP 5 Bun

Given that the finite case solutions follow naturally, we only consider the
infinite situation.[2] If we deal with homology and cohomology with
integer 22 coefficients, we define Stiefel-Whitney classes by
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remembering that Or(1) = Z/22Z and then, BOr(1) = K(Z/22,1) =
RP®. Let ¢, : BOr(1)” - BOr(r) be the induced map by: Or(1)” c
Or () the inclusion case, by ch; € H?(BUn(r); Z/22), the modulo
2- reduction of ch; € H? (BUn(#); Z) we denote the unique of Stiefel-
Whitney classes as sw; € H'*BOr (), which satisfied by fallow
theorem2.

Theorem 2:

(i)swy = 1landsw; = 0ifi > n.
(i) sw 4 € HY(BOr(1))

= H'RP® is the unique non — zero element.
(iit) i;- (sw;) = sw; (hence i,. (sw,.) = 0).

()i (W) = ) 5wy ® 5wy

a+b=k
Moreover, Hom*BOr(r) = P{swy,...,sw,.}and, ifwelet iy. (sw;) =
sw; € H*BSOr(r), then H*BSOr(») = P{sw,,..., sw,.} and (with
sw; = 0) properties (i) - (iii) remain valid.

Proof: [12]

In a series of phases, we shall demonstrate that H*BOr(#) is a
polynomial algebra P{y;,...,y,}. The Stiefel-Whitney classes can then
be formally defined using the methods from the unitary and symplectic
cases. H *BSOr(»)= P{y,,...,y,-} with a*y; = x;_; is implied by the
coalgebra H*SOr(r) = E{x4,...,x,_1}}, Which we know to exist. The
map of fibrations can be used to demonstrate that the x; are globally
transgressive.

SOor(r) » ESOr(») —> BSOr(r)
fi \F ()
SOr (»)/SOr (q) » BSOr(q) » BSOr(r)

ith Pontryagin class P; in H*BOr(#) or H*BSOr () Is assigned as
(—1)*v}:(ch,;). Note that v;-(ch;) is modulo 2-reduced to sw} by
Theorem 2:(vi). Since w3; persevere to E relating to the Bockstein
spectrum, v.(ch,;). has infinite order. Since sw2;., = B(sWy;, SWyi41),
v,-(ch,;,,) has order2.

Theorem 3. The following characteristics apply to the integral
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Pontryagin classes: The A - reduction of P;is the essential classes P; are
distinguished by fallowing states.

(i) The modulo2- reduction of P;is swZ;.

(i) i;- (P;) = P;and j- (P) = P;.

(ii1) p;; (Px) = Xa+p=k Fa ® P, modulo 2-torsion.

(V) vi(chy) = (D'

V) w5 (P) = Xarp=2:(—1)*" ' chychy

(Vi) H*'BOr(2v + €) and H*'BSOr(27 + €),e = 0or 1, include
P{P,,..., P.} in the context of a subalgebra. [11,1,14]

The complexity of an Or(#+)-bundle is A if the total Pontryagin class of
that bundle is P(1) = 1 + P;(1) + P,(1) +- - -. Let A5 be the underlying
SOr(27) bundle if A is a Un(#~)-bundle that in terms of characteristic
classes, we read theorem3 as follows.

Corollary 3. The Pontryagin classes fulfil: [12]

(i) The modulo 2- reduction of P;(1) remains (swy;(1))?. The A -
reduction of P;(A) remains P;(A).

(i1) P;(A @ 1) = P;(A) if 1 is the minor lined bundle. If A is SOr() bundle
and A, is n considered as Or(#°) bundle, then P;(1) =P;(4,).

(iii) PA D n) = P(LH)P(n) modulo 2 — torsion

(v) chyi(A¢) = (=D'A(D)

(V) chyi(A¢) = (=1)"Pi(m)

(i) P(Az) = z (—1)** chy (D)chy (1)

a+b=2i
,or,equivalently,1 — P,(Ag) + P,(Ag) — - - = ch(A)ch(A).

Proof. ch(A ® ¢) = ch(A® 1) = ch(A)ch(A) For i odd the associated
Chern class is ch;(A® 1) = ¥;(=1)ch;(D)ch,_;(A) = 0.And so,
product ch(1 & C) is simply the sum of even Chern classes ch,;(1 @ ¢).
By the mean of Pontrjagin classes thisis1 — p; + p, — -+ p,-.[12]

If we follow work modulo2 — reduction, then v)-(ch,;.1)= sw;,,
=p (sw,;Swy; 1) Therefore, v;.(ch,;,,) has order 2 and so does

(chyiv1) (A¢)-

The Euler class : £ € H'BSOr(r) satisfies:[12,4,6]
(i) The modulo2- reduction of £is sw,..The A — reduction of £ is £
(which is null in H*BSOr(2#~ + 1)). The Euler class £ is defined by these
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two issues that 2£ = 0 in H*BSOr(2# + 1), the £ the infinite exhibits
order within Hom*BSOr(27)

(i) iz(£) = 0

(i) pj(£) = £Q £

(iv) vy (ch,) = (=D)"/2Ig2

(V) - (£) = ch,. (u,-:BUn(#) — BSOr(27))

(vi) £2 = P, in H*BSOr(2+°). H*BSOr(2+) includes

P{P,,...,P._4, £} defining a subalgebra. Hom*BSOr(27- + 1)) includes
P{P,,..., P.} ® Pz/,z{£} as a method involving a subalgebra.

(vii) BSOr(#~) — BSOr(#) is outomorphism from the bundle Or(+)/
SOr(r) = Z/2Z - BSOr(#) — BOr(#)sends £to — £.

Corollary 4. A Euler class £of the SOr(#-) —bundle has axioms:

(i) The modulo2- reduction of £( A) is sw,.(4). The A -reduction of £(1)is
£(A). If 1is odd case in its dimensional : 2£(41) = 0.

(i) A(A @ 1) = 0 where 1 denotes trivial or a minor lined bundle.

(iii) (2 @ n) = £(DE®M).

(iv) If 1 is an SOr(#) -bundle : c,-(A¢) = (—1)"/ZE(1)2.

(v) If Aisa Un(#)- bundle : £(A%) = ch,-(1).

(vi) If A is an SOr(27) -bundle : £(1)? = P.(1).[10,12,13]

(vii) If A denotes 1™ to be opposite orientable : £(17) = —£(1).

The two most significant classes of integral characteristics are the Euler
and Pontryagin classes. They cover every class that is devoid of torsion.
A family of torsion classes is now under consideration. In
Hom*BSOr(2r).; Z/2Z) we have only S(sw,;) = sw,;,, for thisin
Hom*BSOr (), another class of order 2 is present, reduces modulo 2 to
SW2i+1-

Conclusion:

This study has demonstrated deep interrelationships among several well-known
characteristic classes and how each influences the evolution of the others in solving
classical problems in algebraic topology. So, this study improves comprehension of
essential ideas in algebraic topology and geometry of homogenous spaces by
examining the calculations and algebraic relationships. These relationships enable the
systematic calculation of characteristic classes for diverse bundles in homogeneous
spaces. We have demonstrated that Pontryagin classes in case of real bundles and
Chern classes for complex bundles are fundamentally interconnected, with the Euler
class representing the highest Chern class in oriented bundles, its square being directly
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related to the top Pontryagin class. These interconnections reveal substantial algebraic
relationships that aid in the computation of characteristic classes and deepen our
understanding of the emergence of topological properties from the geometry of
bundles. Using these connections gives researchers better computational tools and a
clearer way to solve problems in modern topology [6, 11], also by looking at these
connections more up close, in a focused manner, researchers can learn more about how
vector bundles work and how they are used in mathematical physics. Lastly, these
ongoing conversations between algebraic and topological methods help us understand
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1. Introduction
Composition operator C,f = @of generated by analytic automorphisms

@:D — D are central objects of study in functional and complex analysis. The seminal
works of Shapiro and Cowen—MacCluer lay the operator-theoretic foundation of
composition operators on Hardy and Bergman spaces as well as criteria for boundedness,
compactness, and spectral behavior [1][2]. More recent research has turned to
understanding the topological structure of the space of composition operators itself. This
point of view was first taken by Bourdon, Shapiro, and later Gallardo-Gutiérrez regarding
birational mappings and how the properties of compactness and connectedness behave
relative to the operator—norm topology [3][4][5]. Roughly speaking, for Dirichlet—Hardy
spaces, these were the problems studied in [6] by Bayart, Wang, and Yao, who analyzed
the connected components of composition-operator spaces and established criteria under
which compact differences generate path-connectedness. The primary goal of this work is
to continue this topological journey in the Fourier—Hardy spaces H2(T) and H?(T*),
where there is an interaction between analytic structure and harmonic geometry through
the Bohr transform. We are mainly interested in answering the following. Motivated by
these developments, our study aims to answer the following fundamental questions:

1. When do two operators C,,, Cy lie in the same connected component of CH?(T)?

2. Does compactness of the difference C, — C,, imply path connectedness?

3. How does the Bohr lift keep invariants intact when transitioning from the Dirichlet
setting to the Fourier setting?

There is an isometric symmetry between H2and H?(T*), an infinite-dimensional torus: it
transforms Dirichlet series into Fourier series after prime factorization of the exponents.
This is the technical bridge we will use to transform the results into Fourier space (see
[1]).

Furthermore, the operator-topological framework developed in this dissertation is
sufficiently flexible to interact with broader analytical themes, including fractional
derivatives, differential equations, nonlinear equations, and numerical methods, thereby
situating this study within a wider mathematical context without shifting its primary
focus on Hardy—Fourier composition operators.

Novelty and Contribution

In this context, the present study introduces a new conceptual bridge between the Hardy—
Fourier operator spaces and their topological geometry. Unlike previous analyses that
examined these operator spaces separately, this work establishes a unified framework in
which analytic, measure-theoretic, and topological features interact coherently.
By incorporating Clark—measure invariants and Bohr—lifted isometries as geometric
indicators of connected components, the paper provides a new perspective on how
analytic symbols determine the topology of composition operators. Furthermore, it
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develops a smooth manifold structure induced by compact differences, revealing that the
space of composition operators on Hardy—Fourier spaces admits continuous deformations
governed by analytic dynamics. This framework therefore not only generalizes the
classical results known for Hardy or Dirichlet spaces but also introduces a topological
interpretation of operator behavior that has not been previously formulated within the
Fourier analytic setting. The results developed in this framework will be established and
proved in the subsequent sections, providing a coherent topological and geometric
description of composition-operator spaces.

2. Preliminaries and Analytical Background

2.1 Bohr Lift and Infinite-Dimensional Framework:

The Bohr transform maps Dirichlet—Hardy functions to the infinite torus: Let

f(s) = Xn=1ann™,
B (f) = Za ApZa-

It defines an isometric isomorphism between H2and H?(T ) [7][8]. Hence,
Composition operators on H2are in one-one correspondence with Bohr lifted operators on
H?(T*), preserving norm, compactness and topological structure.
2.2 Hardy—Fourier Spaces:
The Hardy space H?(T) consists of all functions f(e) = Y5, a,e™?, with

£ 1172 = Ziolan|® < oo,
Each f € H?(T) extends analytically to the open disk D. The identification between
H?(T) and H?*(D) via boundary limits provides a bridge between harmonic and analytic
frameworks [1][2].
2.3 Composition Operators and Littlewood’s Principle:
For any analytic self-map ¢: D — D, the composition operator C,f = @of is linear and

bounded on H?(T). By Littlewood’s subordination principle, ||C,f|| . < IIfll;2 when
®(0) = 0. Compactness of C,, depends on the boundary contraction of ¢:C, is compact

and we define Bohr by:

& |pe’| <1, ie, IZI%l(p(Z) —log1 - 0.

2.4 Clark Measures and Boundary Invariants:

For a € T, the Clark measure u,associated with an analytic self-map ¢: D — D satisfies
the identity P(u,)(z) = %Re , where P(u,) denotes the Poisson integral of the
measure u,. These measures encode the boundary distribution of ¢ and serve as
analytic-topological invariants that distinguish connected components in the operator
space (see [3][4]).

2.5 Pseudo-hyperbolic Geometry:
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The pseudo-hyperbolic metric P(z, w) = |%| is invariant under automorphisms of D.

It provides a geometric description of compactness ge® = C, — Cy is compact and

P(pe'®) — 0. This connection came originally in [5][9] which had boundary geometry
related to topological distance in operator norm.

3. Related Work :
The theory of composition operators, originally rooted in analytic function theory, has
evolved to investigate the geometric and topological traits of such operators. Shapiro and
Cowen-MacCluer established the analytical and operator-theoretic foundations for
boundedness and compactness results in the Hardy and Bergman settings (see [10][11]).
As a result, Gallardo-Gutiérrez's findings are in contradiction with some of Wolf and
Choe's results, although both authors are dealing with connected components of the set of
scalar-type operators on a separable Hilbert space [12]. Sarason, Navya Saro, on the other
hand, Wolf and Choe [10], and Contreras—Diaz and Madrigal [13] gave pseudo-
hyperbolic characterizations of compact differences by showing that C, — Cy is

compact, i.e., P(@pe'?,e'®) — 0 on T. This relation connects the geometric properties of
the symbols with the compactness of the induced operators. Later, Bourdon and Shapiro
showed that families of Mdbius-induced operators form smooth submanifolds within the
space of all composition operators, providing an early example of topological smoothness
inside the operator manifold [14]. Hedenmalm, Lindqvist, and Seip constructed the Bohr
lift, which linked Dirichlet-Hardy and Fourier—Hardy spaces via an isometric
correspondence [13]. Bayart, Wang, and Yao later found an exhaustive description of
connected components for Dirichlet-Hardy spaces by showing that compact differences
mean topological path-connectedness [15]. However, despite these advances, an explicit
topological analysis of the Fourier—Hardy spaces and their infinite-dimensional
counterpart still hasn’t been done. The present study extends these classical and modern
results, providing a harmonic analytic formulation of the topological structure of
composition operators on Hardy—Fourier spaces. Building on these developments, the
modern theory of composition operators now offers a refined topological picture of the
operator space itself. The foundational monographs by Shapiro and by Cowen—MacCluer
provide the core functional—analytic toolkit for boundedness, compactness, and spectral
behavior on Hardy/Bergman spaces [10][11]. Thus, the Clark measures on Sarason’s
spaces give us a breathtaking but fixed relation between the boundary behavior of the
spectrum and invariant subspace structure, and serve as measure-theoretic invariants
needed for the topological classification [16]. These foundational and modern
contributions collectively highlight the need for a comprehensive topological framework
in the Fourier—Hardy setting — a gap this study aims to fill.

4. Main Theorems and Structural Results
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The central purpose of this study is to describe the structure of the space of composition
operators C,, in the operator-norm topology € H?(T), where ¢ ranges over all analytic
self-maps of the unit disc. Our main results establish a correspondence between
measure—theoretic, geometric, and analytic invariants of the inducing symbols ¢.

4.1 Theorem (Clark Measure Invariance)

If Cp,Cy € C H?(T), lie in the same connected component, then their associated Clark
measures u,, and p,, are mutually absolutely continuous.

Proof:

Let ¢, be a continuous analytic deformation connecting ¢ and ¥. The corresponding
Clark measures u,.depend continuously on t in the weak topology. Hence, null sets
under u,, remain null under p,,, implying equivalence. This result provides a measure-
theoretic classification of connected components [16][17].

4.2 Theorem (Compact Difference and Path Connectedness):

If C, — Cy is compact and P(pe™,ype'®) - 0on T, then C,, C,, belong to the same
connected component.

Proof:

Compactness implies that ||C,, — Cy|| = 0, as ¢ — 1. Define the homotopy

H, =1 -1t)C, +tCy,t € [0,1]. The operator family H, is norm—continuous. Hence,
compact differences generate continuous deformations within the operator space
[12][14][15].

4.3 Theorem (Mo6bius Manifold Structure):

For Mdbius symbols ¢, (z) = %ei“, the operators {C¢,} form a smooth one—

dimensional manifold in the space of composition operators. Moreover, {C¢,} and
{Cp,} are connected if and only if a, b € D belong to the same component. This result
generalizes the automorphism group of H?(D) into the operator—topological setting
[13][14].

4.4 Theorem (Bohr-Lifted Equivalence)

The Bohr transform B: H?(T*) — H?preserves connected components and compactness
properties ||C,, — Cy|| = ||Cy — Col|-

Thus, the Dirichlet-Hardy and Fourier—Hardy settings share identical topological
structures [13][17].

4.5 Consequences:
The above theorems collectively yield the following consequences:

1. Every compact composition operator can be connected by a norm-continuous path to a
non-compact one.

2. Connected components correspond precisely to Clark—measure equivalence classes,
providing a measure-theoretic (or geometric) classification of the operator space.
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3. The M0bius family of composition operators forms a smooth submanifold that endows
the operator space with a differentiable structure.

4. The Bohr transform establishes a topological isomorphism between the Dirichlet—
Hardy and Fourier—Hardy settings, preserving compactness, connectedness, and measure
invariance.

4.6 Topological Continuity Under Compact Perturbations

A further aspect of interest concerns the stability of connectedness under compact
perturbations. In the Fourier—Hardy framework, if C,, — Cy, is compact, then for any
small analytic perturbation & of v, the perturbed operator Cy,, s remains in the same
connected component. This extends the topological robustness of compact differences to
local operator neighborhoods and highlights the continuity of the composition—operator
manifold.

4.7 Clark Measure Geometry and Boundary Spectra

As the Clark measures encode the boundary spectral behavior of composition operators,
the fact that these measures remain invariant across connected components leads to a
geometric—measure—theoretic classification of the structure of C V,,(,€). This interaction
between spectral geometry and measure invariance further clarifies how the topological
components reflect the boundary structure of the analytic symbols.

5. Methodology and Analytical Framework

Drawing on the structural results from Section 4, we integrate harmonic analysis,
operator topology, and complex dynamics in our parametric analysis involving a fusion
of geometric and measure-theoretic methods. As a consequence, we desire to lift the
purely topological continuity of the analytic deformation of symbols to a structural
continuity on the space of composition operators by employing a twisted (spectral)
invariant system, moving beyond the geometric and spectral viewpoints under a purely
measure-preserving framework that enables a finer stratification of connected
components and reveals deeper rigidity phenomena within the operator space.

5.1 Operator-Norm Continuity:

If ¢, depends analytically on ¢, then in fact ||C,,; — C,s|| = 0 on ¢ — s ,ensuring the
operator-norm continuity of the family C,,.. This provides a topological criterion for

identifying connected components in the operator space on H?(T). Consequently, the
bicontinuous operator topology becomes compatible with the topology induced by the
operator norm on C,;. Moreover, this continuity forces the associated Clark measures to
satisfy the same boundary relation on the unit circle, maintaining their invariance along
the analytic deformation.

5.2 Clark Measure Dynamics:

The Clark measure u,; associated with an analytic symbol ¢.varies continuously in the
weak * topology. Hence, the operator-norm continuity of the family C,,, yields a stability
phenomenon: connectedness in the operator space forces the corresponding Clark
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measures to remain measure—equivalent along the deformation. This offers an alternative
perspective on the measure—theoretic invariance of connected components (cf. [16][17]).
In particular, topological deformations preserve the boundary spectral data encoded by
the Clark measures.

5.3 Kernelized Compact Difference

The compactness of C,, — Cy, is equivalent to the condition [|(C, — Cy)k|,. = 0, as

|z| - 1, where k, denotes the normalized reproducing kernel. It is worth noting that
Ando’s characterization involving harmonic quadrature surfaces is a crucial ingredient, as
it clarifies how the geometric boundary behavior of analytic symbols becomes encoded in
the operator domain. Compact differences therefore provide a geometric bridge linking
local analytic phenomena to the global topological structure of the operator space.

5.4 Bohr Transform and Infinite-Dimensional Isometry:

The Bohr transform B: H2(D) — H?(T ®)provides an isometric embedding that transfers
the Dirichlet—Hardy setting into the Fourier—Hardy framework. In particular, the
intertwining relation BC, = Co B holds, where @ denotes the Bohr lift of the symbol ¢.
This establishes Sapirstein’s theorem concerning the measure-theoretic properties of
Bohr sets (see [13,17]). Consequently, the result supplies an analytic foundation for the
iIsometries connecting the Dirichlet—Hardy space with its Fourier—Hardy counterpart.

5.5 Semigroup Flows:

The analytic semigroup (T (t)):so Naturally induces an operator—theoretic flow on the
family of composition operators C .. When the operator topology on the underlying
manifold of symbols is sufficiently regular, this flow provides a dynamical perspective on
contraction, connectivity, and deformation phenomena within the operator space. Such a
viewpoint offers additional insight into how topological and spectral properties evolve
along analytic paths of symbols (cf. [14], [16]).

6. Conclusion

Having established a coherent notion of Clark measures for composition operators,
together with a representation framework enriched by the Bohr transform to capture both
compact and difference components of the associated Clark operators, we are now
positioned to examine the geometry induced on the underlying operator space. The
interplay between operator topologies, analytic geometry, and an appropriate concept of
connectedness reveals the geometric patterns that these operators encode.

This synthesis of analytic and topological tools enhanced further by Maobius
reparametrizations exhibits a family of smooth submanifolds that collectively confirm the
manifold structure of the space of such operators. By navigating between the Dirichlet
and Fourier frameworks through the Bohr transform, a topologically coherent narrative
emerges that aligns naturally with developments in harmonic analysis, measure
equivalence, and representation theory. Beyond this structural picture, the results offer
new insight into the persistence of both measure-theoretic and harmonic features from a
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topological viewpoint within operator manifolds. They also lay the foundational layer for
future investigations concerning nonlinear manifold structures equipped with compatible
topologies in both Hilbert and Banach settings.

7. Future Directions

The present study suggests various promising directions:

1. Extension to higher dimensions: Extend the topological framework to composition
operators on HP (T™) for 1 < P < oo,and investigate the interplay between compactness
and connectedness in multi-variable settings.

2. Weighted and vector-valued operators: Study weighted and vector-valued composition
operators, and explore how measure-theoretic invariants behave under weighting and
vector extensions.

3. Semigroup dynamics and spectral behavior: Analyze analytic semigroup flows of
composition operators, focusing on their spectral continuity, stability, and asymptotic
structure.

4. Banach-space analogues: Investigate extensions to Banach spaces to reveal non-
Hilbertian topological phenomena, including discontinuities in the operator norm
topology and possible nontrivial homotopy classes.

which will further associate harmonic analysis, spectral theory, and the topology of
nonlinear operator spaces, leading with the basic results of this [10]-[17].
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Abstract

But now, given the Al revolution and increased interest in bringing virtual
agents and assistants to life banks too are testing LLM-powered Al agents
that may assist customers, explain and customize products as well as simplify
operational work done by bank employees in the background. But similar
systems are susceptible to prompt injection, insecure output handling, and
other LLM-specific threats that had only become more prevalent since these
publications. Existing surveys and frameworks survey the generic security
space of LLMs but do not propose reach an end-to-end, banking-specific
threat model nor deployable defense architecture for assistants in line with

. systems from core into the edge. We also present a data-privacy-aware threat

model and a learnable multi-layer defense framework for LLM-based banking
assistants. We showcase a reference architecture for an omnichannel banking
chatbots built using an instruction-tuned, medium-scale commercial LLM and
also access to tools for accessing customer data, payments and knowledge
bases. Assets, trust boundaries, adversary capabilities, and a banking-related
threat taxonomy based on OWASP LLM guidance in combination with the
NIST Al Risk Management Framework and recent sector-wide reports are
defined. We then present a defense-in-depth framework with which we
employ: governing inputs, prompt level controls, policy enforcement in the
orchestration layer, safety guards at the tool-layer, structured output filtering
along with response-risk scoring and constant monitoring and governance.
We introduce a prototype framework for an effective LLM API designed to
mimic digital banking assistant responses and evaluate against synthesized
and real-world banking dialogues. This analysis will comprise 48 attack
models based on the use of SMS injection techniques, leaking data or other
misuses or abuses of authenticated tools. The framework decreases the overall
success rates of attacks from 68-79% to between 14-24% across three
common styles of attack, while introducing an average response time
overhead of less than 11.8%, a modest increase in token consumption and
maintaining false alarm rates below 7%. We, too, explore how the results
dovetail with the growing regulatory landscape for Al in financial services
and how banks can choose to tailor the framework according to their risk
appetite and legacy infrastructure constraints.

Keywords: artificial intelligence, machine learning, deep learning, natural
language processing systems, data privacy, network security.
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1. Introduction

Banks keen on delivering always-on digital channels while managing costs and meeting
increasingly stringent regulatory expectations. These recent advances have been realized from the
capabilities embedded in LLMs that make them appealing as conversational banking assistants, as
they are able to process freeform queries, concisely summarize complex information while
overcoming integration challenges through tools and APIs The Alan Turing Institute (2025), 2025;
Edwards, 2025; AiSP, 2024). But LLMs are not a conventional back-end service. They are thus
probabilistic, opaque and hard to stripe down. While providers have integrated safety guardrails,
recent surveys and empirical studies show that LLMs are still vulnerable to prompt injection [17],
jailbreaking, data exfiltration[22], and tool misuse attacks[21] up through October 2023 (2024)
Motlagh et al., (2024); Das et al. (2025); Ferrag et al. (2025), Hung et al. (2025), 2025; 2025; Sasal
& Can, 2023.). This is particularly relevant to banking — especially if an assistant were hacked,
allowing a potential leak of personal data, or illegally approved fund transfers, or inaccurate advice
on compliance. (2024), Financial Stability Board (2025), Bank of England (2025), U.S. Department
of the Treasury (2024); the Alan Turing Institute (2025); Edwards, C.

1.1. Problem statement
For this reason, the existing work on LLM security can be divided into three main pillars:

e Survey works across wide spectrum of LLM security and privacy.

e made up of domain-agnostic taxonomies of things that can go wrong and how to fix them
(e.g. OWASP LLM Top 10, NIST Al RMF)

e early case studies of LLM-enabled tools in security operations and embedded systems Yao
et al. (2024), Motlagh et al. (2024), Das et al. (2025), Ferrag et al. (2025), Chen et al.
(2024), and Ye et al. (2024).

As important as these studies are, they do not offer a banking-specific threat model accompanied by
a concrete field-ready defensive architecture for LLM-based assistants that:

e Multichannel - it works on web, mobile and messaging channels.

e Integrated with core banking systems through tools.

e Meet cybersecurity and compliance requirements. Working group of the Alan Turing
Institute (2025), Edwards, S. M. (2025) and Yao et al. (2025). (2024), Motlagh et al. (2024),
Das et al. (2025), Ferrag et al. (2025), and Ye et al. (2024).

Banks and regulators are simultaneously taking steps to clarify higher level Al risks in finance, but
these documents remain (to a large degree) speculatively descriptive, leaving most design decisions
up to individual institutions (2025 for Financial Stability Board, 2025 for Bank of England; 2024
U.S. Department of the Treasury; 2023 NIST; Lander et al. Ad-hoc deploying an LLM " in front™ of
banking APIs with little mediation without a threat model or structured layered controls.

1.2. Research gap

Before we delve into the research context, we briefly summarize: 1) taking a high level view, why
researchers should pay attention, and 2) From a research perspective, three gaps in existing work on
LLM security in banking.

1.2.1. Contextualized threat modeling.

Generic risks are described in current LLM security taxonomies (prompt injection, data exfiltration,
over-reliance, and insecure output handling). More rarely, they putting these risks in the context of
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actual banking workflows, channels, assets and legal obligations. Consequently, banks do not have
a sector-specific threat model that can shape requirements engineering, control selection and
communicating with risk and compliance stakeholders.

1.2.2. End-to-end defensive architecture.

Many proposed defenses are developed on a single layer — e.g. prompt-only filters, output post-
processing, or static tool guards. While these techniques are useful, they do not indicate how to
coordinate many different controls over inputs, LLM prompts, tools and monitoring in end-to-end
banking apps. That said, there is little design and implementation guidance available to build actual
defense-in-depth architectures for LLM assistants structured around existing core banking systems.

1.2.3. Evidence from realistic banking scenarios.

There are very few studies, based on relatively realistic financial use cases that quantitatively
measure how different combinations of controls used jointly changes the rates at which attacks
would succeed and/or generate false positives along with latency and token usage. EXisting
experiments tend to affect synthetic prompt datasets or security operations tools, not entire customer
journeys (Ang et al., n.d., Multilayered CBDC Fraud Detection Framework: Securing Digital
Currency Ecosystems, 2025, Sethupathy & Ananthanarayan, 2025).

This assessment offers a dearth of empirical information for banks on how a multidimensional
defense mechanism performs in regular eventualities such as belief settlements, supplier
administration and fee initiation as nicely.

1.3. Objectives and research questions

By using the design science research approach, we design and implement a multi-layered defense
mechanism for the use case of LLM-based banking assistants. As a guide, the work is centered on
three main research questions:

e RQ11: How can we create a banking-focused threat model for LLM-driven assistants that,
building on existing LLM risk taxonomies and leveraging Al risk guidance from the
financial sector?

e RQ2: « The increasing flexibility and reliability of LLM-driven bank subsidiaries. What are
the potential benefits of applying such a framework to this sector’s precise adverse
prompting and attacks?

e RQ3: What is the extent to which a practical, multi-layer defense framework can mitigate
attack success rates and optimally balance between false-positive rates and latency
constraints in conventional banking use-case contexts over synthetic but realist data?

1.4. Contributions
The main contributions of the study are as follows:

1.4.1. Targeted threat model for LLMs assistants in banking.

We identify and characterize major assets, roles, trust boundaries, and a banking-specific threat
taxonomy for LLM-based assistants. Use case: An organized taxonomy of generic risks associated
with LLM that can be paired with the OWASP LLM Top 10 mapped to both traditional financial
services channel and product offerings such as retail and digital banking, operational flows, data
categories. It provides a framework that is aligned to existing domains, allowing for risk
assessments and control design to be conducted in an organized manner.
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1.4.2. Multi-layered defense framework.

We propose an architecture involving coordination for steerable input, orchestration and tool
integration, output, and monitoring. This framework integrates prompt- and input-level governance,
orchestration-layer policy enforcement, tool-layer safety mechanisms as well as structured output
filtering with response-risk scoring. These elements are confounded with continuous,
anomaly-based monitoring. This overall design relies on good design principles from Al risk
management and model-risk management as practiced in the financial sector.

1.4.3. Prototype and empirical evaluations.

We present a prototype through a proxy around an accessible LLM API, set it up to simulate a
digital relationship manager, and evaluate the method on synthetic but realistic banking chats. In
addition, covering 48 attack scenarios related to prompt injection, data exfiltration and tool abuse.
For three example uses, we simulate which rules are most likely to be relevant for a sample of real-
world banking flows and compare domain privacy against a baseline assistant employing our
defended architecture directly on the data. track modification of attack success rates, false positives,
latency and amount of tokens consumed.

1.4.4. Implications for governance and regulation.

Specifically, we assess the alignment of the framework presented with emerging best practice in
relation to Al and model risk management amid cyber threat events affecting finance. Other issues
are embedding the developed system into ongoing governance, compliance and security operations.
The rest of the study is outlined as follows: In Section 2, we present background and related work
on LLMs used for cybersecurity and finance tasks, a taxonomy of LLM security, and Al risks and
governance. Section 3, on Banking Systems and Threat Models The multi-level defense architecture
itself is described in Section 4. Sections 5 and 6 describe the experiments and their setup. Section 7
presents conclusions and future work perspectives.

2. Background and Related Work

2.1. LLMs in cybersecurity and finance

LLMs for cybersecurity-related applications have gained significant traction in academia. Current
literature reviews include security defense and attack approaches over various domains generally of
both threat intelligence (Yao Aguila et al., 2025; Motlagh et al., 2024), malware analysis,
vulnerability finding, and automation of attacks (Jimoh & Halfawy, 2017). So this review covers
the new trends from academic actions it reveals how many work on different techniques used for
ML with respect to field of cybersecurity as a whole. LLMs appear to assist in threat analysis while
posing new threat landscapes such as prompt injection and information leakage (Yao et al., 2024;
Motlagh et al., 2024; Das et al., 2025; Ferrag et al., 2025; Hung et al., 2025; Sasal & Can, 2025).

Simultaneously, the lifespan to be issues on LLMs by the financial services industry for research
regulatory and customer handling. This is proven through research results and growing use cases
from the Alan Turing Institute, central banks, and other international institutions of its application in
document summarization, regulatory compliance checks, chatbot assistance and risk analysis. It
follows, therefore, why some areas of regulated sector require strong controls (The Alan Turing
Institute 2025; Edwards 2025a; Financial Stability Board 2025b; Bank of England and Prudential
Regulation Authority 2025; U.S. Department of the Treasury 2024). Moreover, there are also many
media reports and financial institution use cases that utilize LLM-based chatbots for customer
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service or internal communications by integrating individual bank knowledge bases (The Alan
Turing Institute, 2025; Edwards, 2025; AiSP, 2024).

As shown, there is a conflict between two forces. LLM-based chatbots have the potential to increase
both efficiency and improve the customer experience, which seems like a very positive feature of
this technology. On the contrary, they expand the interfaces which can meddle with following
procedures.

2.2. LLM security and risk taxonomies

LLMs security and privacy risks have been extensively documented. To this end, recent surveys
have provided a coarse-grained taxonomization of attacks (e.g., jailbreaking, prompt injection, and
training data poisoning, model stealing and data leakage) and their defenses (Yao et al. (2025), and
Chen et al. (2024).

These risks can be distilled into the OWASP Top 10 for LLM applications: prompt injection,
insecure output handling, training-data poisoning, model denial of service (DoS), supply chain
vulnerabilities, sensitive-information disclosure, insecure plugin design; excessive agency; over-
reliance and model theft) OWASP (2025), Cloudflare (2025).

Concrete defenses have been researched in the field of security. Include taint-analysis-assisted
vulnerability detection with LLM support, prompt-injection detection models (Ye et al., 2025), and
LLM-assisted vulnerability remediation workflows (Hung et al., 2025; Sasal & Can, 2025). (2024),
Lan et al. (2025), Rashid et al. (2025), and Liu et al. (2023). Yet these studies mostly get stuck in
the weeds of technical subsystems (e.g., firmware analysis or SOC workflows) rather than end-to-
end business applications.

2.3.Financial sector: Al risk and governance

There have been growing issues between regulators and public companies over the rapid adoption
of Al in the financial industry. Regulators and trendy-setting groups consisting of the Financial
Stability Board, primary banks, and finance ministries have raised concerns regarding
vulnerabilities associated with financial institutions’ reliance on 1/3-celebration Al vendors,
ongoing registration restrictions high quality, opacity of vehactor behacity. These observations can
be determined in various guides together with the Alan Turing Institute (2025), Edwards (2025), the
Financial Stability Board (2025), the Bank of England (2025), the US Department of the Treasury
(2024), NIST (2023), Remolina (2025) and In addition, regulators are increasingly developing
specialized methods for managing Al-related risks. The Institute of Standards and Technology’s Al
Risk Management Framework (Al RMF 1.Zero) proposes a complete methodology for the agency
for Al threat management, covering four key areas of intervention, namely governance,
fact/publication exclusion, protection, and human oversight. Industry-accurate indications of risk
control processes by economic agencies and model-risk controls emphasize the importance of
adopting quality practices related to version-risk management and model explainability (The Alan
Turing Institute, 2025; Edwards, 2025; Lander, 2025).

This observation frames the dangers of systems-level Al, however, it will not delve much into the
exact configuration of existing LLM-based assistants, especially people who have equipment that
interacts with bank production structures.

2.4.Closest research and gap clarification
Now we contrast our observation with four recent studies.
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Chen et al. Study on Using LLM to Detect Cyber Threats (2024): Shows how those models can be
available in accessible SOC use (Security Operations Center). However, they failed to explore
bank-specific use cases or assistant configuration. Meanwhile, Yao et al. (2024), Das et al. (2025),
Ferrag et al. (2025), and Chen et al. (2024) provides designated assessment of protection and
privacy problems in LLM. Application Security, Out of Distribution (OOD), Plagiarism,
Explainability — And so on Still, their conversations are quite abstract and now don’t get into the
specifics of banking working models.

Ye et al. Ref [8] introduced the usage of LLMs to improve taint analysis for command injection
vulnerabilities, while more studies ranged from the usage of LLMs on assistance software
vulnerability remediation to cyber-range exercise design (Hung et al., 2025; Sasal & Can, 2025; Ye
et al., 2024). In addition to new use cases, Such work has focused on how programmers can take
advantage of LLMs within their security tools rather than how LLMs can be secured when posed by
end users and financial data.

The Alan Turing Institute alongside a financial sector body have examined the opportunities and
risks of LLMs in finance. Yet, they do not provide concrete architectures or empirical evaluations
for those conversational assistants targeting banking services. Alan Turing Institute (2025),
Edwards (2025), Financial Stability Board (2024-2025), Bank of England (2024), U.S. Department
of the Treasury (2023).

Detectors of adversarial prompts have been proposed (Hun- g et al., 2025) and prompt-injection
attacks were ana- lyzed in controlled settings; evaluations have yet to con- sider the downstream
impact on banking actions and the interplay with access-control policies and logging (Sasal & Can,
2025), Lan et al. (2025), Rashid et al. (2025), Liu et al. (2023) Milmo (2024) Burgess (2024)

It is different from these studies in three ways. We start by providing a banking-specific threat
model for LLM-based assistants covering assets, roles, trust boundaries, and the corresponding
threat taxonomy based on general LLM threats as well as OWASP LLM Top 10 pertaining to retail
banking. Second, we offer an end-to-end multi-layer defense architecture that is consistent with
LLM security taxonomies and Al/model-risk guidance in finance (NIST 2023, Lander 2025;
OWASP 2025; Cloudflare 2025). Third, we instantiate a prototype based on a flexible LLM API
and characterize this architecture in realistic, if synthetic, digital-banking use cases and attack
designs—quantifying the tradeoffs of protection, false positives, latency and token count.

3. System & threat model
3.1. LLM-based banking assistance architecture

We consider a digital bank exposing an LLM-enabled assistant over multiple channels. The users
interact with a web/mobile/messaging based interface and an orchestration layer tracks
conversations, tools and the reads to LLMs.

Client channels encompass mobile apps, web portals and chat interface (i.e. web chat and in-app
messengers). Every request goes through an APl gateway with identity and access management
pieces for authentication, authorization, and session management. At the backend of this gateway is
an LLM orchestration layer that manages conversations, does retrieval-augmented generation
(RAG) on bank knowledge bases, and provides tooling orchestration for tasks like balance check or
transaction history retrieval or payment initiation. The LLM engine is available as an API and can
be run on your own infrastructure or in the cloud. Via the orchestration layer, it can be instructed to
use tools that interface with core banking and support systems e.g. account databases, payments
systems, CRM platforms and ticketing systems. A monitoring and logging stack composed of
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components such as security information and event management (SIEM), audit logs, and anomaly
detection systems collects telemetry from all the components for security and governance purposes.
This reference architecture which shows client channels, API gateway, orchestration, LLM engine,
core banking systems & monitoring is depicted in figure 1. For standard deployments, security
controls such as channel-level input validation and API access controls are a common standard that
doesn't account for LLM-specific risks or potential misuse of tools.

LLM engine
(AP

Client channels LLM orchestration layer, /

Pl gatews:
(web, mobile, i AP| gateway > (conversation, RAG

4 and authentication
chat)

ore banking
and support

systems

Monitoring and logging
(SIEM, audit,
anomaly detection)

Fig. 1 illustrates the reference architecture for a banking assistant powered by a large language
model (LLM). This setup connects various client channels, an API gateway, orchestration, the LLM
engine, core banking systems, and monitoring.

3.2. Assets, roles, and trust boundaries

We identify four primary groups of assets:

e Customer data consists of discounts, transaction histories, personal information and
authentication-related data.

e Transactional capabilities — action that modifies the state of accounts: payments, standing
orders, profile updates, card control. Beneficiaries management

e One is Bank knowledge: policies, terms & conditions of the product, pricing details,
compliance & risk documents to help you answer customer queries.

e Model and orchestration configuration: System prompts for developers, tool definitions,
routing rules, access policies etc.

e The primary roles consist of:

e Anyone could be a customer or authorized staff who communicates with the assistant
through digital channels.

e Malicious on external attackers attempting to abuse capabilities of the assistant

e Malicious or careless insiders who could change configurations, knowledge bases or tools
within scope of their privileges

The risk profile from the overall LLMs/ tools depend a lot on the kind of third-party service
providers (that will host them). We identified five trust boundaries that are key:
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e Bank channel front end (e.g., mobile app, web portal or chat widget) <> User device

e Channel front end <> API gateway with TLS termination and strict access controls.

e API gateway «» LLM orchestration layer, where we apply business and security policies

e Orchestration layer «» LLM engine (might cross org/cloud-provider boundary if hosted
externally)

e Orchestration layer «» Core banking and support systems — where the real state changes
happen.

An external boundary is added if the LLM engine is hosted by a third party, because of data
residency, logging and incident response concerns. Trust boundaries help identify where to place
your security controls, monitoring or data-loss-prevention mechanisms.

3.3. Adversary model

We assume that the adversary at network-level will not be able to easily overcome TLS or other
strong authentication method guarding bank’s channels. Rather, they focus on adversaries of the
LLM assistant and its tools that target the semantic attack surface. We specifically cover attackers
that can:

Pretend to be real customers and chat to generate adversarial prompts,

Inject some malicious or wrong data into bank documents or any external sources accessible for
LLM (e.g. knowledge bases, FAQs, integrated web sources), and

Misconfiguration exploit of tool routing, parameter validation, and policy enforcement.

We also talk about less well-placed insiders who can change prompt, tool definitions, knowledge
bases or configuration below their privilege level that create more opportunities for the further
abuse of the assistant.

We do not assume that adversaries can directly compromise the LLMs knowledge acquisition
during either the pre-training or fine-tuning process, although training-data poisoning is relevant for
some scenarios. We focus on the runtime behavior of bank deployments: how the assistant and its
tools respond to adversarial prompts in production-like conditions.

3.4. Threat taxonomy for banking assistants

We proposed threats to LLM-based banking assistants based on the OWASP LLM Top 10 (OWASP,
2025) and Cloud flare (2025) literature. Table 1 summarizes six categories of threats specific to
banking, maps them against the OWASP LLM categories and gives an illustration of their effect.

Table 1
Banking-specific threat taxonomy for LLM-based banking assistants

Threat ID  Description (banking-specific) Related OWASP  Example of banking impact

LLM categories
T1 —Prompt Adversarial prompts attempt to LLMO1 (Prompt The assistant is tricked into
injection for override system and developer Injection), creating or modifying a
tool misuse instructions and coerce the LLMO8 payment to a new beneficiary
assistant into calling tools in ~ (Excessive that does not meet the bank’s
ways that violate business rules Agency) risk criteria.

or access controls.
T2 — Insecure The assistant returns sensitive LLMO02 (Insecure Multi-turn dialogue leads the
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Threat ID Description (banking-specific) Related OWASP  Example of banking impact
LLM categories
output handling information in its natural- Output Handling), assistant to reveal partial

and data
exfiltration

T3 — Training-
and retrieval-
data poisoning

T4 — Model
denial of

language responses because
outputs are not subject to strict
filtering, masking, or context
checks.

Malicious or low-quality
content is injected into
knowledge bases, FAQs, or
other retrieval sources that the
LLM uses to answer queries,
leading to harmful or non-
compliant advice.

Attackers send long,
adversarial, or repetitive

Information
Disclosure)

LLMO3 (Training
Data Poisoning)

LLMO04 (Model

service and cost prompts that consume

abuse

T5 — Insecure
tool and plugin
design

agency

excessive tokens or trigger

worst-case behavior in the

model, degrading performance

or inflating cost.

Tools expose broad capabilities LLMO07 (Insecure
or accept unvalidated Plugin Design)
parameters derived from free

text, without enforcing business

constraints or contextual

checks.
T6 — Excessive The assistant is granted too LLMO08
and much autonomy over high- (Excessive
impact actions, and users or Agency), LLMO09

over-reliance

staff rely on its suggestions (Over-Reliance)
without appropriate verification

or segregation of duties.

LLMO6 (Sensitive account numbers, internal

reference IDs, or configuration
details that should never leave
the bank perimeter.

An attacker alters an FAQ entry
so that the assistant repeatedly
instructs customers to transfer
funds to an attacker-controlled
“verification’ account.

Coordinated prompts from

Denial of Service) many accounts cause sustained

latency spikes for genuine
customers and a sharp increase
in API usage costs.

A generic execute payment tool
accepts arbitrary amounts and
currencies from the
conversation text and processes
transfers that exceed policy
limits.

Staft approves complex cross-
border transfers based solely on
the assistant's explanation,
without independent checks
against sanctions or internal
policies.

These categories underpin the attack families and evaluation scenarios described in Section S5,
guiding the placement of controls in our multi-layer defense framework.

In our experiments (Section 5), we instantiate three attack families, A1-A3, that cover a subset of
the threats in Table 1. A1 (direct prompt injection and policy override) primarily targets T1 and T5;
A2 (indirect prompt injection via retrieved content) targets T2, and indirectly, T3; and A3 (data
exfiltration and tool misuse) targets T2, T4, and T6. Training- and retrieval-data poisoning (T3) and
over-reliance and excessive agency (T6) are therefore only partially exercised by our templates and
are discussed mainly as residual risks in the discussion and limitations.

3.5. Mapping threats, attack families, and defense layers

In our experiments, we focus on three attack families that instantiate elements of this taxonomy:

e Al — Prompt injection and policy override, primarily targeting T1 and T5

o A2 — Data exfiltration via tools and knowledge bases, primarily targeting T2, and indirectly, T3

e A3 — Tool misuse for fraudulent payments and beneficiary changes, primarily targeting T4 and
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T6

Section 5 uses these attack families to construct concrete attack templates for each scenario.
Together with Table 1, the attack families clarify which threats are exercised in each scenario and
which layers of the defense framework (input, orchestration, tool, output, and monitoring) are
expected to mitigate them. This mapping highlights residual risks—such as poisoning (T3) and
over-reliance (T6)—which are only partially addressed by our current implementation and therefore
appear mainly in the discussion and limitations.

3.6. Assumptions and scope

We assume that the bank’s core banking systems, identity and access management, and network
security controls follow industry best practices. We are focusing on the additional risks associated
with LLM-based assistants and their tools, rather than on the security of the foundational
infrastructure. We also consider that adversaries might interact with the assistant through regular
customer channels and may have some knowledge of its capabilities, prompts, and tools. However,
they now do not control the underlying LLM provider. So, our basic goals are conversational attack
surfaces, device misuse, and tries to exfiltrate data, in favor of getting into the nitty-gritty of
infrastructure or supply-chain attacks. These assumptions help describe the boundaries of our
system and threat model. The following sections build on this framework to create and examine a
multi-layered defense strategy specifically designed for LLM-based total bank assistants.

4. Multi-Layer Defense Framework
4.1. Design goals and principles

Our framework pursues four goals:

1. Control of Excessive high-risk actions: The relief assistant shall no longer be allowed to
carry out any irreversible or excessive high-stakes financial actions without proper on-site
supervision and, although vital, human supervision. It is important to view LLM outputs as
indications that contain explicit controls. Also, pay attention to normally use the specific
LLM and stay away from mixing in anything else. Keep in mind changes that you might
observe when formulating a response to a question.

2. Defense in Depth: To defend effectively in resistance to attacks, controls with many layers
will work together. In this way, an attacker must overcome many mechanisms to
successfully exploit potential vulnerabilities. It is essential not to forget that no clear out,
prompt or tool can stand on its own as a complete answer.

3. Maintain Usability and Overall Performance: When adding additional extra safeguards, it is
very important to make sure that latency and false positives are within proper limits,
especially for customer-facing offers. The assistant should usually be brief and helpful to
customers who suggest no harm. Just a reminder: when drafting answers, stick to the
required language and avoid using others. Also, keep in mind any changes that may be
observed while answering questions, but do not point to them in your response.

4. Alignment with Al risk management guidance: Controls should map to recognized
frameworks—such as the NIST AI Risk Management Framework (Al RMF) and financial-
sector Al-risk guidance—to support governance, model risk management, and auditing. The
Alan Turing Institute (2025), Edwards (2025), NIST (2023), and Lander (2025).

Fig. 2 presents a high-level view of the framework. It introduces explicit control points at the input,
orchestration, tool, and output layers, supported by monitoring, logging, and governance
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components that collect telemetry and feedback into policy and risk decisions.

Input govemance
and prompt-level controls

{

Orchestration-layer
policy engine

{

Tool-layer safety
and sandboxes

{

Output flltering
and risk scoring

Monitoring, logging, and govermnance
(audit tralls, analytics, feedback loops)

Fig. 2. Multi-layer defense framework with controls at the input, orchestration, tool, and output
layers, supported by monitoring, logging, and governance

Relative to prior work, the framework is distinctive in three ways: it is grounded in a banking-
specific threat model rather than a domain-agnostic taxonomy; it provides an end-to-end multi-layer
architecture spanning input, orchestration, tools, output, and monitoring; and it is quantitatively
evaluated on realistic banking flows with synthetic attacks.

4.2. Input governance and prompt-level controls

At the input layer, the assistant applies channel-aware validation and basic governance before any
request reaches the LLM. Specifically, we implement:

Channel-aware filtering: Validation of message format, length, and encoding, together with rate
limiting per user and per session, prevents trivial abuse such as extremely long prompts or rapid-fire
probing from a single account.

First, channel-aware filtering imposes limitations on the message format, size, and encoding. It
additionally implements rate limiting on the user and session levels, which minimizes the risk of
trivial attack vectors, such as long prompts and rapid-fire probing attempts.

Second, content-based filtering leverages regular expressions and lightweight classifiers to filter out
overtly malicious input, including credential sharing, code injection attempts, and known prompt
injection payloads. The assistant also must adhere strictly to the selected language and honor any
language modifiers provided by the user.

Third, instruction-bound enforcement ensures that users do not modify the operational parameters
of the system. Any attempts to instruct the assistant to ignore prior instructions or act in the capacity
of a system administrator are either rejected outright or reformatted to retain the integrity of the
original instruction set.

Lastly, conversation segmentation applies to financial transactions. Adding beneficiaries,
international transfers, and similar high-stakes operations are executed within isolated conversation
threads that employ enhanced authentication mechanisms and stricter prompting templates.
Segmentation enables the assistant to adopt a more cautious stance when executing actions with
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monetary implications (Shayegani et al., 2023).

These controls help minimize simple and pattern-based prompt injection attempts, but they cannot
tackle more advanced attacks on their own. Think of them as the first line of defense, providing
structured metadata—Iike channel, flow type, and authentication level—to the layers that follow.
Just a reminder: when crafting responses, always stick to the specified language and avoid using
any others. Also, keep in mind any modifiers that might apply when responding to a query, but do
not mention those modifiers in your reply.

4.3. Orchestration-layer policy enforcement

The orchestration layer connects the user to the LLM, and then all tools. We built a policy engine
that evaluates each proposed tool call and any actions which might be regarded as important before
it gets executed against a set of defined rules.

Suggested tools frame includes:

Capability scoping: The suggested tools process specific capabilities narrowly ( for example,
querying the balance (account ID) but not writing a SQL Generic query ) This results in a reduced
worry regarding the impact of unethical use and results in an identical output.

Policy checks: policy is enforced for each tool invocation which combines the user role(s),
associated session state, along with transaction context (amount, currency, destination, channel).
Depending on your policies, step-up authentication or additional approvals can also be required for
some combinations (i.e. high-value cross-border transfers).

HIP-41: Tool Use Must Be Indicated Guarded tool invocation for high-risk actions CleanApps clean
and explicit intention signal inferred from conversation structure Optional confirmation The LLM
might suggest tool calls but the policy engine is in control. When a recommended call cannot be
made - legal policies will cancel it, so in this case the system must create an appropriate message
advising to avoid the forbidden call and then block it - another event indicating a breach is created.
The orchestration layer takes a separation of concerns approach by splitting suggestion (LLM) and
enforcement (policy engine), allowing for even if the LLM is tricked into malicious behaviour via
an adversarial prompt, control over high-risk operations remains bounded to explicit rules.

4.4. Tool-layer safety and sandboxes

Combining all of the previous parts, we can imagine orchestration layer as a connector between user
/ LLM and multiple tools. Our policy engine considers all the proposed tool calls and major events
against a rule set we defined before executing those actions.

Suggested tools frame includes:

Capability scoping: The suggested tools are scoped with specific capabilities, providing narrow
instructions (for example, query account ID balance instead of a general SQL query). This reduces
the broader impact of abuse and generic output.

Policy checks — For every tool invocation, rules are checked based on user role, session/state and
transaction context (amount/currency/destination/channel). Certain combinations (for example,
large cross-border transfers) may also require policies to apply step-up authentication or—in some
cases—additional approvals.

Guarded tool invocation — Tool for high-risk actions requires a clear "intention signal", derived
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from the conversation structure, and optionally, an explicit confirmation of the user. The LLM can
suggest tool calls, but it is the policy engine that decides. If the corresponding suggested call does
not comply with policy, it is blocked, a safe clarification message is generated for the user and a
policy-violation event is recorded.

The orchestration layer decouples suggestion (LLM) and enforcement (policy engine), which means
even if an adversarial prompt does manipulates the LLM, it cannot run any high-risk operations
outside the boundaries of explicit rules.

4.5. Output filtering and response-risk scoring

In the output layer, we convert and validate the inputs with raw LLM response before anything ever
gets to user or being put into action. You have two primary control mechanisms: structured
responses and response-risk scoring.

Schema with structured response: Through schema we guide LLM to form in lower level a JSON-
like structure that decouples user-visible text, justifications, documents the tool cites, actions that it
wants me to take (tools/actions) as well as entities (with account IDs or amounts). The user only
sees the approved, sanitized fields for data, and proposed actions are sent back to the policy and tool
layers for validation before proceeding.

Sensitive info detectors: pattern-based (account numbers, card numbers and other identifiers) and
model-based light weight to raise paywalls for leaks of personally identifiable information or
internal artifacts. Responses flagged as inappropriate can be censored, rewritten or prevented based
on our policies.

Response-risk scoring: Applying a risk score to each response: R€[0,1], based on several
characteristics of the response such as:
e You had to have higher-impact actions (such as calling the checkout process when checking
your balance).
e Detect sensitive entities or suspicious patterns.
e Behavioral consistency with bank history and mandates.

Common indicators that characterize the path in which it takes place both the method of
authentication and communication channel.

We perform banding in three categories, namely low risk, medium risk (0.3 <R < 0.7) and high risk
(R > 0.7). Low-risk responses are delivered directly. The user can emit additional confirmations,
warnings or explanations with medium risk answers. High-risk responses are either prevented with
an appropriate informational response (e.g., require the user to complete stronger authentication or
contact support) or imprinted toward a human operator, and they must always generate high-
severity monitoring events.

Such structured outputs, sensitive information filters, and risk scoring allow the system to
circumvent many unsafe or ambiguous responses that would otherwise be governed solely by
internal LLM safety mechanisms (Hung et al., 2025; NIST, 2023).

We can formalize the response-risk scoring mechanism as:

R = Wlfactions + szsensitive + W3fpolicyHung + W4fcontext
where:
factions: high-impact action indicator (e.g. initiate payment): binary feature
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fsensitive: detected sensitive entities

fpoticy- POlicy compliance score

feontext- Channel / authentication risk factor

w;: weights calibrated via logistic regression or expert judgment

4.6. Monitoring, logging, and governance

Layer 3 — monitoring and Governance: This layer is where telemetry from the other two layers get
aggregated. It links assistant day-to-day functioning with wider Al and model risk management
practices (Edwards, 2025; Financial Stability Board, 2025; Bank of England, 2025; U.S.
Department of the Treasury, 2024; NIST, 2023; Lander & Lander, 2025).

Core factors consist of:

Log audit: Each request or announcement is logged via the LLM unit. It requires the right tool and
considers the governing decisions and rules, the risk of the reaction likely in relation to correlation
identifiers and key attributes (eg state, channel and authentication strength). The audit allows for the
analysis of incidents (e.g. after safety-critical incidents), audit trails in the event of regulatory
scrutiny and model hazard controls.

Security and Anomaly Detection: User-defined policies (including time thresholds for critical
occasions, unexpected spikes in blocked utility calls, and so on.) configured with information
observability and easy historical interest analysis. Anomaly detection is performed with the aim of
picking out common patterns, including repeated behavior of claim injections, abusive behavior or
concentrated abuse from unique channels or geographic areas.

Feedback loops: Security analysts and risk management teams can obtain alert-based complete
filtering on suspicious classes, enabling categorization to important instructions through coverage
determinations for chance scoring and use in training records for detection. In flip, this analysis
makes it possible to improve response controls to detected attack patterns and capability threats.

This layer aligns with the broader expectations around Al hazard control and chance management
models require you to constantly archive, disclose and improve. It also consists of tools — just like
the log audit, risk metrics and event logs — that can work into a governance, compliance and internal
audit success suite.

The enter, orchestration, tooling, output, and monitoring layers are combined to create a defense-in-
intensity approach specifically for LLM-based total banking assistants. In the following phase, we
talk about how we simulate

5. Experimental evaluation
5.1. Prototype implementation

We implemented a prototype defense proxy that sits between the client channels and the LLM APL
All interactions with the LLM and tools pass through this proxy, which enforces the multi-layer
framework described in Section 4. The proxy includes:
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1 Input Filtering and Conversation Segmentation — applying channel-aware validation, basic
content filtering, and segmentation of high-risk flows

2 A policy engine based on rules which refers to the planned tool calls in a way that validates
its correctness against declarative business and security policies

3 Structured tool routing: Ensuring that the assistant can only invoke tools by way of narrow,
policy-aware interfaces.

4 Output sanitization and response-risk scoring, which filter and score LLM responses before
delivery to end-users

5 Structured events to emit downstream analytics and governance through the detailed logging
and monitoring hooks

The baseline LLM is in a controlled environment where you access it through a normal chat-
completion API. We also choose not to depend on vendor-specific safety features (to ensure all
defensive behavior comes from our framework rather than opaque provider-side mechanisms). This
allows us to decouple our results from a specific LLM vendor.

5.2. LLM configuration and implementation details

First, to ensure our evaluation is reproducible and not tied to any specific vendor, we use a medium-
sized, customized LLM trained on tens of billions of transactions, all accessible via a standard API
for conversation completion. When running the model in "helper" mode, using a static system
prompt that defines its role as a banking assistant and assigns its available tools while adhering to
some general security guidelines, unless otherwise stated, the LLM model is set to a score of 0.2,
the kernel sampling rate (top-p) to 0.95, the maximum output length to 512 characters, and the
contextual window to 8192 characters. These settings are designed to promote stable, low-variance
behavior while allowing the model to produce natural responses. We then disable any optional
vendor-specific security filters to attribute any observed defensive effects to our framework.

Second, all experiments start by running on one Linux virtual machine acting as a client of the LLM
APIL. The VM has eight virtual CPUs, 32 GB of memory, and is connected to the LLM endpoint
through a stable network connection. We monitor the average latency at the proxy gateway, which
includes the time taken from the arrival of the user message at the security proxy till the response
has been returned to the client. This scenario represents a case that could happen if a bank uses the
LLM Assistant.

Third, to operate the policy engine and ensure its functionality in all cases, it evaluates all proposed
tool calls according to a set of declaration rules. These rules are based on:

o User characteristics, which can be the client segment or authentication level.
e The session context, such as which channel & what device you are currently using,
o Transaction characteristics like its value, destination country, and currency.

As an example of putting these policies into practice, the system does not allow the processing of
any transaction exceeding a specified amount unless another authentication factor is verified in the
same session. Another rule prevents users from adding new international payees when using
untrusted devices. If any proposed tool call conflicts with either of these rules, it is blocked, a
structured error message is sent to the coordination layer, and the assistant is instructed to handle
the situation smoothly by prompting the user for clarification or further verification.

Fourth, we create a family of template dialogues S1-S3 for three banking scenarios that we typically
expect users to follow, as observed from the frequently published online FAQs and standard
banking information. A template specifies user intent, the order of interactions, and tool calls (as
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expected) in most situations. After creating these templates we randomly switch customer names,
account types, currencies, and amount and payee ids in such a way that the logical order stays intact
for all of these cases.

We construct these attack templates (A1-A3) on top of such normal dialogues. Specifically, in direct
prompt injection attacks (denoted as Al), we change or add malicious instructions to user
interactions to evade system prompts or ask for otherwise disallowed actions. In the case of indirect
prompt injection attacks (A2), malicious instructions are inserted in retrieved content like simulated
FAQ entries or document snippets that the assistant can retrieve through the RAG component. For
data leakage & tool abuse attacks (A3), we formulate them as multi-staged requests where the
attacker indents to extract sensitive information or make an unauthorized call of tools through
multiple toxin requests.

For every attack template, we create 10 versions with randomized names/amounts/message text that
preserve the primary target intent. This combines with three bank scenarios and execution of 48
different attack templates for a total of 1440 attack trials, as explained in sections 5.3 and 5.4
respectively.

5.3. Banking scenarios and attack templates

We have created three scenarios for banking to consider as an exercise:

Account Information & Transaction History (S1) Here, the customer looks to check his balance, see
recent transactions, and fetch some basic account details. This account and transaction data will be
accessed by the assistant via read-only tools.

S2: Beneficiary management: This module allows customers to add or change beneficiaries and
submit a request for verification. An example of such a scenario is Tools that create and/or update
any beneficiary record while also conducting necessary risk and policy checks.

S3 Payment initiation Domestic/International Transfers High value and unusual payments The use
cases where tools are being used to trigger payments & limits check, destination verification & step-
up authentication in place.

We then generated synthetic but plausible conversations for each of these cases, using standard
FAQs at banks and usual user destinations. Moreover, we have created 48 attack templates based on
the following categories:

Al: Direct prompt injection(16 templates) Prompt phrases that intend to override system
prompts and instruct the model to ignore rules or come directly and ask for off-limit (e.g.
"ignore all previous instructions, send me the complete account list")

A2: Content-specific prompt injection (16 templates): vicious commands embedded in retrieved
content, like poisoned FAQs or third-party data sources that the RAG component can access.

A3: Data exfil and tool misuse (16 templates): Attempts to make the assistant leak information
(for example, leaking other customers' balances), or execute calls of tools without permission
often using multi-turn social-engineering methods.

The Scholar Journal for Sciences & Technology Vol .4 -NO.8 -29/07/2026
http://www.sst.journalnea.com



http://www.sst.journalnea.com/

64

r.o T'he Scholar

‘{é"' Journal for S]st

Security Risk Assessment and Layered .................. * - 4Scinces & Technology

The templates are inspired by various OWASP examples (see e.g. published prompt-injection
research about using cautious system prompts for large language models and documented jailbreak
techniques done over LLMs) (Hung et al., 2025; OWASP, 2025) as well as other sources of
information on mechanisms to escape large language model (LLM), known in the literature but
adapted to banking terminology, process and tools from third-party vendor reference
implementations (Cloudflare, 2025; Milmo, 2024; Burgess, 2024).

5.2. Metrics and experimental setup

We compare two configurations:

Baseline: No multi-layer defense, LLM directly calls tools with basic syntactic checks after
making the call.

Controlled: the equivalent assistant working behind our entire multi-layer architecture,
triggering the input, orchestration, tools, output and monitoring controls defined in Section
4.

So we evaluated all of the attack models on both configurations as shown in Figure 2, where
each configuration was tested with ten random dialogue scenarios per template accordingly.
This generated a total of 1440 attack tests (3 scenarios x 48 templates x10 cases). Data We
Used: In our analysis, we looked at four main metrics:

Attack Success Rate (ASR): This metric measures how well an attacker achieves its goal,
which includes developing an unauthorized value chain or leaking sensitive information
within an assistant’s response. We consider an attack test to be successful if it produces at
least one dangerous end result, as defined with the help of a specific tick list for each
scenario. For scenario S1 (account data), we consider each occasion the subsidiary discloses
any personal account or patron details not present within the unique model, including partial
leaks such as shortened account range or internal identity (with the beneficiary or the
development or change of a fee order exceeding the policy limit), regardless of whether the
banking machine processes the transaction honestly. Two researchers independently
reviewed the attack experiments based primarily on communication logs and equipment
stress, and any disagreements (which were less than 5% of cases) were resolved through
discussion response timer and token usage are considered robotic, so the manual class is
unnecessary.

False positive rate (FPR): The proportion of benign dialogues that the defending assistant
wrongly blocks, escalates or treats as attacks. Hence, we denote the reduction in ASR as:

ASRyequction = ase;r‘;eRb - efende X 100%
aseline

Latency overhead: The relative increase in end-to-end response time for the defended
assistant compared with the baseline, measured at least at the median (50th percentile) and
higher percentiles. Therefore, we express latency overhead as:

Ldefended - Lbaseline

AL = X 100%

Lbaseline
Token overhead: Additional tokens are consumed by control prompts, policy explanations,
structured outputs, and logging-related content. Therefore, we express token overhead as:

Tdefended - Tbaseline

AT = X 100%

Tbaseline

The metrics enable us to assess the security benefits (measurements of improvements in ASR, and
control over FPR) as well as operational costs (latency and token usage) across realistic, yet
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synthetically-generated banking scenarios against the backdrop of a multi-layer defense framework.

Beyond reporting aggregate mean statistics, we also calculate ASR, FPR and latency (in ms) at each
1 page size of the 10 instantiations of each attack template for scenarios S1-S3. Given the
randomness involved in most banking flows and in the randomized dialogue variants used for
performance evaluation, we summarize distributions of ASR and latency across runs (mean &
dispersion) for each combination of framework configuration and scenario.

6. Results

Table2 summarizes the ASR for the three banking scenarios, and Fig. 3 also visualizes the
comparison between the baseline and defended configuration for S1-S3. In the baseline
configuration, ASR ranges from 68.3% (associated with S1) to 79.2% (associated with S3),
indicating that naive deployments of LLM-based assistants are very susceptible to adversarial
prompts and tool misuse. While ASR-decreased to 18.7%23.6% in the defended configuration
(relative reductions of about 70—73%) across all three scenarios. Beneficiary management (S2) and
payment initiation (S3): Most malicious tool invocations are blocked because policy-based control
of the tools prevent unauthorized elective.

Table 2
Attack success rates (ASR) for baseline and defended configurations across banking scenarios
Scenario Descrintion Baseline ASR Defended ASR Relative
P (mean %) (mean %) reduction (%)
S1 Account information and 68.3 18.7 72.6
transaction history
S2 Beneficiary management 73.5 19.9 72.9
S3 Payment initiation 79.2 23.6 70.2
(domestic/international)
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& Defended
&
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o
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Fig. 3. Attack success rates (ASR) for baseline and defended configurations across banking
scenarios S1-S3

Indirect prompt-injection attacks are still an ongoing challenge. Even with prompt-level controls in
place, and also a retrieved content policy check, our assistant is still affected by some adversarial
instructions present in the retrieved content. However, the response-risk scoring, sensitive-
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information detectors and monitoring combined result in a low but still significant rate and severity
of successful leakage compared to baseline.

Table 3 reports detection and mitigation effectiveness aggregated by attack family, and Fig. 4
illustrates the reduction in ASR for direct prompt injection (A1), indirect prompt injection (A2), and
data-exfiltration and tool-misuse attacks (A3). The framework is particularly effective against data
exfiltration and tool misuse attempts (A3): here, sensitive information detectors, policy checks, and
tool-layer constraints jointly drive ASR reductions of nearly 80%. More subtle social-engineering
patterns, especially in A2, sometimes evade first-line controls. These sessions are often surfaced
instead by downstream anomaly analytics, highlighting the importance of monitoring and feedback
loops as complements to static defense systems.
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Table 3
Detection and mitigation effectiveness by attack family across all scenarios
Baseline Defended

Attapk Description ASR (mean ASR (mean Relgtweo Dominant defense layers
family o o reduction (%)
%) %)
Direct rompt Input filters, instruction-
Al . promp 78.2 17.4 77.8 boundary  enforcement,
1njection . .
policy engine
Indirect prompt RAG hardening, output
A2  injection via 71.5 23.8 66.7 risk scoring, monitoring
retrieved content and anomaly detection
. Sensitive-information
A3 Data e>.<ﬁltrat10n 75.9 16.2 78.6 detectors, policy engine,
and tool misuse .
tool-layer constraints
80
- Baseline
S\_. Defended
%
< 60 |
L
o
w 40
)
)
o
=
o
4 20}
9
B
<
0 Al A2 A.3
Fig. 4. Attack success rates (ASR) for baseline and defended configurations across attack families
Al1-A3

The framework is primarily effective in opposing statistics extraction attempts that rely on
accessible red conductor active (A3). In those cases, a set of tactile information detectors, policy
checks, and device-level restrictions reduces ASR exponentially. More subtle social engineering
patterns, primarily A2, are occasionally far from first-line control. Instead, these sessions are
flagged by downstream discrepancy analysis. This affection highlights the status of tracking and
note loops as a complement to static defenses.

6.1. Overhead & false positives

The median overhead latency is 11.8%. This is primarily because of extra policy evaluations, output
scans, and risk scoring. The latency overhead becomes larger at higher percentiles because there are
complex conversations that require multiple policy evaluations and escalation. Nonetheless, the
overhead latency is acceptable for conversational customer service operations. The median
overhead token rate is moderate, which is 9.7%, due to the structured response schema, control
prompts, and logging artifacts.

The false-positive rates are below 7% in all scenarios. The apparent rate of false positive evidence
is mostly in these edge cases, when customers make ambiguous usages that appear to be injection
attempts or are outlandish meta-instructions about parameters (like kunji telling the assistant to
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"rewrite bank policies" or say something like "ignore previous rules for this explanation"). In these
situations, the assistant can pause or newly transfer the conversation until further explanation or
confirmation is done. In general, the defended configuration provides much better security for a
small, possibly tolerable increase in latency, token usage and false positives.

The FPRs across scenarios are less than 7%. There is a high likelihood of false positives when
customers make comments using ambiguous language that might be similar to injection attacks or
meta-instructions regarding policies (such as asking the assistant to "reword bank policies" or
"ignore previous policies for this explanation"). Consequently, the assistant will block the
communication or escalate it until proper clarification or evidence is provided. Thus, the defended
version of the assistant offers great enhancements in terms of security while incurring moderate
costs in latency, token overhead, and false positives.

For all three banking flows, S1-S3, the FPRs have minimal deviation from the mean FPR. Similarly,
there is minimal deviation in ASR and latency for each run.

6.2. Limitations set out the evaluation and generated reproducibility

We evaluate it in a more controlled, laboratory-style setting with synthetic dialogues and structured
attack templates. As a result, it does not reflect the full spectrum of true customer actions or
creativity of well-organized adversaries. But also note that the dialogue templates are based on
common publicly-documented flows and FAQs regarding banking, and the attack templates are
based on details of published prompt-injection and jailbreak techniques that have evident analogues
in the domain of banking. Additionally, our defence logic is agnostic to any LLM provider since we
disable vendor-specific safety controls.

In order to promote transparency and facilitate future research, the dialogue templates, attack
patterns, and policies can be released as synthetic benchmarks, provided that the necessary
modifications are made for banks in specific. These benchmarks would allow other stakeholders to
reproduce and improve upon our findings through conducting similar tests.

7. Discussion
7.1. Interpretation of results

It becomes clear from the experimental results that layered security measures are effective in
lowering significantly the risk of using LLMs as banking assistants while not increasing the
overheads by much. Single layers of security cannot ensure adequate protection. Filters applied to
input protect against simple attacks; policy engine filters protect against unauthorized use of tools;
filters applied to outputs and scoring prevent other leaks; and finally, monitoring allows one to
detect even sophisticated attacks with a long horizon of action.

As a result, attacks' efficiency was brought down from about three-quarters of all attempts to about
one-fifth, which is a very significant change at an acceptable cost for latency and token counts.
Such a decrease in risk is important in regulated business where the risks of a serious incident
cannot be overlooked.

7.2. Comparison with related work

Prior work on LLM security [18] usually performs generic taxonomies, technical attacks and
detectors, or LLM-enabled tools for the assistance of security analysts (Yao et al., 2024)Motlagh et
al., 2024Das et al., 2025Ferrag et al. (2025), Chen et al. (2024), Ye et al. (2024). There are three
main ways in which our study differs from these.

We are first application centric: targeting a tangible, production-like business process (digital

banking assistants with tool access to production-similar systems) against an abstract benchmark or
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free-standing tools. Second, we propose an end-to-end architecture that uses technical controls
(filters, policies, detectors, tool wrappers), in combination with governance elements mapping to
Al-risk and model-risk frameworks in finance The Alan Turing Institute (2025), Edwards (2025),
Financial Stability Board (2025), Bank of England (2025), U.S. Department of the Treasury (2024),
NIST( 23-30). Lastly, we deliver quantitative evidence on the trade-off between security and
performance in realistic settings such as execution time, token usage, attack success rates and false
positives instead of measuring detectors in isolation.

In addition to these areas of work, we are also seeing the rise of new system-level approaches and
commercial frameworks called "guardrails," which usually provide a general safety layer for LLM
applications in the form of pluggable policies, content filters or moderation APIs that can be used
across multiple domains. Most of these methods are domain agnostic, do not define a sector specific
threat model or assess end to end behavior in banking workflows. In contrast, our framework
specializes the threat taxonomy to digital banking, anchors each control layer to specific banking
assets and tools, and provides quantitative analysis on three illustrative banking scenarios with tool
access. In this respect, our contribution supplements more generic guardrail frameworks: banks can
implement our design on top of an arena-agnostic guardrail platform as they see fit, or use it to
inform their own structure for internal controls and governance processes around LLM-based
assistants (e.g., NIST, 2023; Lander (2025), 2025; OWASP, Cloudflare; 2025).

7.3. By aligning with models-risk and ai-risk frameworks

The framework could conceivably be seen as a specific case of pertinent functions in both Al-risk
and model risk management. At a high level:

e Govern. Unlike other Al-governance architectures ), the policy engine, access controls and
monitoring-and-governance layer all map to serving Al-governance requirements and
banking model-risk practices like role-based access, documented policies and clear lines of
accountability Alan Turing Institute (2025), Edwards (2025), Financial Stability Board
(2025), Bank of England (2025), U.S. Department of the Treasury (effective 2023—-01-09)
NIST 50(2023-03-02) Lander/Remolina/Osman/Crisanto/p>NIST51 (2024).

e Map. Institutions can use the threat model and taxonomy to identify and prioritize Al-
enabled risks from LLM-based assistants by linking the general threats of LLMs with
banking assets, channels and processes.

e Measure. Metrics like attack success rates, false positives, latency and token overhead are
quantitative inputs for model-risk committees and oversight functions to make decisions
about deployment and risk appetite.

e Manage. Continuous improvement through monitoring, anomaly analytics and feedback
loops to establish support for new attack patterns, as well as evolving policies and models.

Infrastructure responsible Al These alignments can facilitate supervisory dialogue and internal audit
by connecting concrete technical controls to established Al-risk and model-risk frameworks The
Alan Turing Institute (2025), Edwards (2025), Financial Stability Board (2025), Bank of England
(2018, 2022). (2024). They also assist banks in showcasing how the LLM-based assistants work
within clearly defined risk appetite, and how high-risk events are detected, escalated, and
remediated.

7.4. Practical recommendations for banks
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Our results suggest several practical guidelines for banks considering LLM-based assistants:
Our findings suggest several practical guidelines for banks considering using Learning-Led-Model
(LLM)-based assistants:

1. Do not directly expose tools to the LLM. The policy engine should be configured so that
tool calls are treated as unreliable suggestions and undergo explicit security and business
checks. The LLM then makes the suggestion, and the policy engine makes the decision.

2. High-risk transactions, especially those related to payments and beneficiary management,
should be segregated and placed in more rigorous templates with stronger authentication and
limited assistant autonomy. High-value or unusual transactions should also require
additional verification or human approval.

3. Conversational monitoring should be enabled, as many attacks unfold over multiple stages
and may appear harmless when claims are viewed in isolation. Therefore, analytics and
anomaly detection should operate at the session level, not just at the individual claim level.

4. Integration with model risk management is essential, as LLM-based assistants should be
treated as inherently risky models. Assistants should integrate them into current form
validation, documentation, and periodic review processes, including form lists, change
management procedures, and independent challenge.

7.5. Limitations and threats to validity

This study counts some limitations:

o While the study used synthetic attack data and types, real attackers' data is expected to be
more creative and extensive.

o They have a look at maintaining a positive level of virtual maturity in the bank organization,
which includes a well-defined API gateway, centralized identity and access management,
and monitoring infrastructure. This assumption doesn't reflect the reality of many banks, so
we'll need architectural changes and additional integration work.

e Because LLM capabilities and service provider defenses continue to evolve, some attack
patterns may weaken over time, while new ones may emerge. Therefore, our results should
be interpreted as an indicator of current deployments and not as a guarantee of permanence.

o The study views artificial assessment as a controlled approximation of patterns likely to
occur in real-world applications. However, we do not expect the absolute values of the ASR
or FPR to be directly transferred to a production environment.

o To validate the artificial assessment in the real-world, banks can first put the framework in
"monitoring mode," where it observes and evaluates conversations without influencing
explicit customer, and then compares its decisions with results and indicators in anonymous
construction logs.

These limitations do not discredit the present results, but rather highlight areas for additional
validation and refinement through wider experiments, red-team assessments and live-traffic
evaluations.

7.6. Conclusion and Future Work

This paper lays out a banking-specific threat model and a multi-layer defense framework for LLM-
based assistants communicating with core banking systems. We established assets, roles, trust
boundaries and a threat taxonomy centered on generic LLM risks as well the OWASP LLM Top 10
for retail digital banking. Extending this model, we presented an architecture for lenticular systemic
controls that separates them into different layers: input (base prompt and guardrails), orchestration
(prompt reasoning chains), tool (adapters to external API services), output (interleaved completion
maximal inspiration), and monitoring. We then implemented a proxy-based prototype system based
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on a highly-configurable commercial LLM APL

Through the use of synthetic but realistic banking dialogues and 48 attack templates across three
representative scenarios, we demonstrated that the defended assistant can reduce attackers' success-
rate from ~68-79% to approximately 18-24%, while keeping false-positive rates lower than 7% and
median latency overheads at approximately11.8%. Taken together, these results imply that defense-
in-depth, tool-centric risk management and by-design observability can combine to produce LLM-
based banking assistants which are both much harder to break (without compromising their utility)
and thus quite robust.

Several avenues exist for future work. Live-environment and user-study evaluations with
anonymized traffic will be important to ensure the framework benefits in production. Secondly
policy engines that are adaptive and learn based on the attacks they observe and rules they generate
will tweak these rules to mitigate false positives which could be resource-intensive while continuing
to provide protection. Third, generalization across channels and systems would broaden the existing
framework for other types of assistants in the financial sector—including insurance, wealth-
management, and multi-agent advisory systems. Fourth, formal verification of critical paths,
especially payment-related tool chains, could provide stronger guarantees for regulators and
auditors.

By grounding LLM assistant deployments in a structured threat model and a multi-layer defense
framework, banks can move from opportunistic experimentation toward more robust, auditable, and
trustworthy adoption of LLM-based assistants in digital channels.
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Osteoporosis Detection

Abstract

Osteoporosis is characterized by diminished bone mass and bone
tissue loss, which results in weakening bones, decreasing bone strength
and increasing risk of fractures. This paper exploits a Medical Lumber
Spine Images (MLSI) dataset of Dual-Energy X-ray Absorptiometry
(DEXA) in a clinic in Mosul / Iraq in order to be classified as either
normal or having osteoporosis. Here, it is decided to explore use of
Bobcat Optimization Algorithm (BOA) for selection of best
Convolutional Neural Network (CNN) hyperparameters. The proposed
method is called Bobcat Optimization for CNN (BOCNN) model, which
systematically explores and optimizes 18 hyper-parameters. It combines
the effectiveness of BOA for optimizing effective CNN hyperparameters
which can further reduce the manual tuning efforts. This study uses the
real clinical data set from the MLSI. The proposed model is able to
diagnose Osteoporosis correctly in 95% of the cases from unseen data.
The Area Under Curve (AUC) of Receiver Operating Characteristic
(ROC) equals to 0.98.

Keywords: Osteoporosis, Deep learning, Bobcat Optimization
Algorithm, Convolutional Neural Network
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1. Introduction
Osteoporosis is a skeletal disorder characterized by reduced bone strength, leading to an increased risk of
fractures. Bone strength is determined by multiple factors, including Bone Mineral Density (BMD), bone

geometry, mineralization, microarchitecture, and bone turnover rate [1].

Hormone balancing and healthy lifestyle and taking into account internal and external factors are the best
ways to achieve the best bone density and prevent fractures. Osteoporosis is a common disease with
important clinical implications [2]. Figure 1 Figure 1 illustrates the contrast between healthy bones and

osteoporotic bones.

Healthy Bone Osteoporotic bone

Figure 1: Deference between healthy and osteoporotic bones

DEXA is thought to be the best tool for finding osteoporosis, and it is known around the world as
the gold standard for measuring BMD. DEXA measures the density of minerals in bones to find
osteoporosis, check the risk of fractures, and keep track of changes over time. Figure 2 illustrates axial

bone densitometry of the lumbar spine and hip, a method frequently employed in clinical practice [3].
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Figure 2: Full body DEXA scan

Recent research has focused on the utilization of Artificial Intelligence (Al) in the interpretation of
medical images, including the creation of a tool for osteoporosis screening. Notwithstanding various
efforts to tackle osteoporosis utilizing ML and DL methods, problems persist [4].

This paper aims to optimize a deep learning model for the diagnosis of osteoporosis using real
clinical and medical imaging DEXA data. This work proposes the BOCNN model, which utilize BOA to
automatically tune eighteen CNN hyperparameters in order to get optimal performance. The subsequent
sections will be organized as follows: related literature review is provided in Section 2, the proposed
BOCNN model is elucidated in Section 3, findings and discussions are considered in Section 4 and the

conclusion is provided in Section 5.
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2. Related literature review

In 2019, Derkatch et al. proposed the use of machine learning techniques to develop an automated
system for the identification and classification of osteoporosis in bone X-ray radiographss. Images are pre-
processed using Contrast Limited Adaptive Histogram Equalisation (CLAHE) . Grey Level Co-occurrence
Matrix (GLCM) and Principal Component Analysis (PCA) are used for feature extraction and Support
Vector Machines (SVM) and Nearest Neighbours (NN) are used to classify the images. The collection
consists of 58 radiographic images of osteoporotic and non-osteoporotic groups, respectively. The results
demonstrate that the proposed method can successfully discriminate between healthy and osteoporotic

subjects with 95% accuracy of SVM classifiers. [5].

In 2020, Ho et al. aimed to determine whether DL models could accurately estimate bone BMD and
predict osteoporosis from conventional radiographs using DEXA as the clinical reference standard. The
researchers collected DEXA images with measurements of the hip and lumbar spine, preprocessed the
images by cropping and intensity normalization, and developed a CNN termed DeepDXA for both
regression and classification tasks. The model acquired the ability to forecast continuous BMD values and
to apply DEXA T-score thresholds to determine the presence of osteoporosis in a patient. We employed
ROC metrics for classification and correlation analysis for regression to evaluate the model's performance.
The proposed DeepDXA had a Pearson correlation coefficient of 0.88 with BMD measured by DEXA. The
model achieved an AUC of 0.94, an accuracy of 90.3%, a sensitivity of 89.2%, and a specificity of 91.1%
in the classification of osteoporosis. The results indicate that the CNN can accurately replicate DXA-

derived bone density and function effectively as a screening tool utilizing solely X-ray images [6].

In 2022, Zhang et al. Performed a multicenter retrospective study to create and evaluate a Deep
Convolutional Neural Network (DCNN) for the screening of osteopenia and osteoporosis utilizing lumbar
spine radiographs, with DEXA T-scores as the clinical reference standard. Images were subjected to
standardized preprocessing, which included contrast normalization and extraction of the vertebral region-
of-interest (ROI), followed by data augmentation to rectify class imbalance. Multiple CNN architectures,
including ResNet-50 and DenseNet-121, were trained and assessed utilizing five-fold cross-validation. The
evaluation of model performance was conducted by sensitivity, specificity, and the AUC in comparison to
corresponding DEXA labels. The optimal model attained an AUC of 0.93 and an accuracy of 89.7%,
indicating that DCNNs trained on radiographs may effectively detect persons with low bone mineral
density, as validated by DEXA. [7].
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In the same year, Jang et al. Created a deep learning model that predicts osteoporosis directly from
regular hip radiographs, use proximal femur DEXA data as the reference standard. The research compiled a
dataset of hip radiographs alongside associated DEXA derived BMD and T-score labels. Each image was
cropped to separate the femoral head and neck areas, thereafter undergoing histogram normalization and
geometric augmentation to enhance model robustness. Multiple pre-trained CNN architectures, such as
ResNet-50, InceptionV3, and DenseNet-121, were optimized by transfer learning. Model evaluation was
conducted utilizing ROC analysis, accuracy, sensitivity, and specificity in relation to DEXA derived
osteoporosis classifications. The optimal model, utilizing a fine-tuned DenseNet-121, attained an AUC of
0.95 and an accuracy of 91.2. [8].

In 2023, Pan et al. Executed a pioneering study designed to facilitate opportunistic osteoporosis
screening by amalgamating imaging and clinical data via a DCNN architecture. The primary objective was
to investigate if the integration of radiographic image features with clinical factors may enhance diagnostic
accuracy in comparison to image-only models when evaluated against DEXA standards. The process
entailed the automatic extraction of spinal ROI from standard chest or opportunistic CT scans, succeeded
by feature encoding utilizing CNN architectures like ResNet and DenseNet. The collected picture features
were subsequently integrated with patient-level clinical factors (e.g., age, sex, BMI, and medical history)
using a late-fusion classifier head, resulting in a multi-feature prediction model. The evaluation of model
performance utilized essential parameters such as AUC, sensitivity, and specificity in relation to DEXA
defined osteoporosis state. The findings indicated that the fusion model markedly surpassed imaging-only
baselines, with an AUC of 0.88 and a sensitivity of 85%, in contrast to 0.81 and 77% for image-only

networks. [9].

In 2024, Dhanagopal et al. Intended to enhance automated osteoporosis detection from DEXA
images in 2024 by the utilization of sophisticated deep learning methodologies. They employed transfer
learning with a channel-boosted CNN to extract additional features from bone areas while utilizing reduced
training data. The model underwent training and evaluation using DEXA datasets, achieving a sensitivity
of 0.88, a specificity of 0.90, and an overall accuracy of 89%. This surpassed both baseline machine
learning and conventional CNN techniques. The results indicate that integrating transfer learning with

channel-boosting significantly enhances Al's capability to detect osteoporosis in DEXA images [10].

In 2024, Siddiqua A. Designed to provide a resilient computer-aided system for the automatic

diagnosis of osteoporosis exploiting DEXA pictures through a transfer-learning framework integrated with
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a U-Net—based segmentation architecture. The process commenced with the segmentation of bone regions
of interest from the DEXA scans via the U-Net network, facilitating accurate extraction of pertinent
structural information while minimizing background noise and extraneous anatomical regions. The
segmented features were subsequently input into a transfer-learning classifier to assess BMD and T-scores,
enabling precise categorization of normal, osteopenia, and osteoporotic conditions. The model was trained
and validated using gathered DEXA datasets, attaining a classification accuracy of 90%, alongside strong
sensitivity and specificity metrics, demonstrating dependable performance across various patient samples.
The results underscore the efficacy of combining segmentation-driven feature extraction with transfer
learning, illustrating that these Al pipelines can deliver swift, precise, and clinically relevant evaluations of
bone health from DEXA images, thereby aiding radiologists in diagnostic decision-making and enhancing

osteoporosis screening processes [11].

In 2025, Abdullah et al. proposed a hybrid framework that integrates Genetic Algorithm (GA)
optimization with CNN for osteoporosis diagnosis. The study addresses the limitations of conventional
deep learning models by introducing an adaptive optimization mechanism for hyperparameter tuning and
network configuration. The results demonstrated improved diagnostic performance, emphasizing the
effectiveness of combining metaheuristic optimization techniques with deep learning models in medical

imaging applications [12]

No published attempts were found where DEXA imaging datasets were used for osteoporosis
diagnosis. Besides, no application of BOA exists to optimise the hyperparameters of CNN. Such gaps are
filled by this study.

3. Methodology

3.1 Proposed Approach

The proposed BOCNN model for classification of MLSI dataset into normal and osteoporotic classes.
The process consists of a CNN model with a given architecture and the BOA for optimising
hyperparameters such as the number of filters, convolutional kernel sizes, convolutional kernel strides,

pooling block sizes, pooling block strides, number of dense neurones, and dropout rates. Properly tuning
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hyperparameters improves accuracy and reduces overfitting and improves the generalisation of the model

[13][14]. Figure 3 illustrate the whole framework of the suggested method.

Topur Datasor
Partitioning
Tralning Data Vabidation Data Testing Data
BOCNN
Hyperparameters > ONN
Bobeat Optimization Evaleate
BOCNN
Max Fliness
NO
Yes
Outcomes Owtput

Figure 3: Block diagram of the proposed work

“The dataset of images runs as the input. Subsequently, it is partitioned into training,
validation and testing groups of 60%, 20% and 20%, respectively. Consequently, we construct a CNN and
initialize its hyperparameters. The BOA is employed to fine-tune hyperparameters and achieve the
optimal configuration. We refer to this as the BOCNN, which subsequently tested to acquire the assessed

accuracy”.
3.2 CNN Fundamentals

The input layer of a CNN receives images. Each image is of the colored type (Red, Green,

and Blue (RGB)). The inputs consist of colored images, each including three RGB channels.

“The convolutional layer constitutes the essential physical mechanism in the CNN. Two-
Dimensional (2D) convolution procedures must be performed for each input channel. This layer consists

of a collection of image channels referred to as feature maps (or filters). The convolutional layer is crucial
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for extracting various features from a 2D channel [15]. The process involves convolving a kernel with a

channel of image. The convolution function is represented by the following equation:
Z(x,y) = Zm=1Zn=1R(m,n) x W(x—m,y —n) (1)

where Z(x,y) symbolizes a computed convolution, M and N respectively refer to the width
and height of the 2D input channel, R(m,n) represents the input channel, and W(x —m,y —

n) is weight value [16]”.

The multiple layers also use ReLU as it is a well-known transfer function in the DL. The
ReLU transfer function maintains the positive values and discards the negative values of any preceding
channel (feature map). Therefore, it allows non-linear calculations. The ReLU activation function is

given by the following equation:
ReLU(x,y) = max(0, (x,y)) 2
where ReLU (x, y) represents a computed ReLU, and max is the maximum operation [16].

“The pooling layer reduces the sizes of received channels, resulting in small sized feature maps.
It is typically implemented in one of two types: max pooling or average pooling. Its advantage is
reducing the spatial dimensions of feature maps while preserving the most prominent characteristics.

The computation of maximum pooling is executed in accordance with the below equation:
K(i,j) = max (V) 3)
where K (i, j) is a computed pooling and V is a small matrix (block) in a previous channel [15].

The Fully connected layer, also known as dense layer, is carried out after the feature
extraction part. It comprises of many neurons, every neuron in this layer is connected to all neurons in a
previous layer. The number of neurons in FC layer can be equal to the number of required outputs of

classes (C). The essential equation in FC layer can be illustrated as follows™:
FC(c) = YI_,(FW(c, 1) X P()) + B(c) 4)

where FC(c) mean the calculated value in the fully connected layer, c illustrate the neuron's number in the
current layer, P shows the number of neurons in the previous layer, FW (c,[) represents a connection

weight value between the previous and current layers and B(c) represents a bias value [16].
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A softmax layer provides the related probabilities for each output class accordingly to the provided
input, such probabilities sum up to one. This layer basically uses the softmax activation function. The

general equation in the softmax layer can be given as follows:

_ exp(FC(c))
S(e) = Y8 . exp(FC(lo)) (5)

where S(c) shows the calculated softmax value and exp is the exponential [17].

3.2 BOA Fundamentals

“The BOA is a recently established nature-inspired metaheuristic algorithm, proposed in 2024. It
mimics the distinctive hunting technique of bobcats in their natural habitat. It aims to tackle intricate
optimization challenges by efficiently balancing between the exploration and exploitation. The two phases
of this algorithm make it unique. These are the exploration and exploitation phases. The exploration phase
mimics the bobcat's strategy in stealthily tracking a prey over a wide area. The exploitation phase
represents a precise and aggressive chase to catch the prey. This bio-inspired dual phases mechanism
allows BOA to search globally while efficiently and rapidly converging toward the optimal solution [18]”.

“In our study we utilize the BOA to optimize the hyperparameters of CNN to achieve a maximum
performance. The algorithm initiates with a set of candidate solutions (bobcats) that are randomly scattered
throughout the searching space, each one of them represents a potential solution to the optimization
problem. The fitness of each candidate is evaluated iteratively, increasingly guiding the population toward
the optimal region of searching space. As mentioned, the algorithm process is structured into two main

phases that reflects the natural hunting behavior of bobcats [18]. In more details™:

The exploration Phase (Tracking the Prey): In this phase, bobcats survey the searching area broadly,
simulating to their behavior when tracking a prey. The algorithm promotes diversity by allowing bobcats'
candidates to move towards randomly selected positions. This prevents premature convergence and ensures
comprehensive exploration of the solution space. This phase is essential for pinpointing the prospective

area inside the search space [18].
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Figure 4: Conceptual depiction of the BOA exploration phase, wherein bobcats traverse
randomly towards several candidate solutions, hence providing diversity throughout the search

space.

The Exploitation Phase (Chasing the Prey): Upon identifying the promising area, the algorithm
transitions to this phase, designated for pursuit behavior. In this case, bobcats change their positions based
on the best solutions they've got so far, making their search more focused on finding the best solution.
This targeted enhancement guarantees that the algorithm efficiently advances candidate solutions and

approaches the optimal solution [18].
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Figure 5: Demonstration for the convergence of bobcats toward the optimal solution

“BOA is different from other metaheuristic algorithms accordingly to how it was inspired and how
it works. The following main points illustrate the distinctive aspects of BOA's biological modelling, search

technique, and adaptive behavior in comparison to other algorithms [18]:

Exceptional biological inspiration: BOA is different from other metaheuristics like WOA and GA because

it is based on its uniqueness in goal-driven hunting behavior. It focusses on how predators of bobcats
interact with each other toward the prey. Each candidate solution mimics a bobcat that explores its
environment independently, then switches to exploitation by simulating a targeted chase toward the best-
found prey. This biologically faithful modeling introduces a novel structure for balancing exploration and
exploitation in optimization problems.

e Dual phases search mechanism: BOA delineates a definite separation between the periods of

exploration and exploitation. It entails a systematic search procedure, improved capacity to evade local

optima, and a maintained equilibrium between global and local searches.
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e Adaptive behavior: BOA demonstrates adaptive search dynamics by modifying its
movement according on the prevailing distribution and fitness of candidate solutions. This capability to
respond enables the algorithm to alternate between exploration and exploitation, facilitating proximity to

optimal solutions while mitigating the risk of premature stagnation.

It has been cited that empirical assessments have confirmed BOA capability. Particularly, in
solving complex optimization problems. That is, it surpasses many well-known metaheuristic algorithms,

while maintaining a good balance between exploration and exploitation”.

3.3 Integrating between CNN and BOA

The BOCNN model is proposed as discussed earlier. BOA is used in the two phases of tracking
for prey then chasing it for the best solution which means the best optimised hyperparameters set of
CNN. “For BOA ranking the quality of possible solutions, it critically depends on the provided objective
function. The fitness function could vary depending on the specific application, such as maximizing
accuracy or minimizing error in Al tasks. The fitness function is used to evaluate the model's
performance during the optimization process. In this study, it is suggested to combine both training and
validation accuracies to facilitate the balance of the model's generalization. It is constructed as a
weighted aggregation of training accuracy and validation accuracy. This weighting system emphasizes
the model's proficiency in learning from training data while also accounting for its generalization
abilities on validation data. The inclusion of validation accuracy aids in reducing the likelihood of

overfitting. The fitness function of the WOCNN can be illustrated by the following equation:
F= (axTA)+ (B xVA) (6)

where F represents the fitness function, « and [ represent variable factors as (e + 8 =1), TA

represents the training accuracy, and VA represents the validation accuracy.

The training accuracy metric evaluates the model's learning from the training data, whereas
validation accuracy measures the model's generalization to unseen data throughout the training process
[19]. To find the best CNN-optimizing hyperparameters, BOA looks at 18 of them, such as
convolutional filter numbers, convolutional kernel size, convolutional kernel stride, pooling size,

pooling block stride, dense neuron numbers, and dropping rates. Hyperparameters optimization can
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enhance convergence speed, reduce training duration and lower computing expenses [20]”. Such
proposed optimization can improve predictive performance and provide more efficient model for

osteoporosis diagnosis.
4. Results and Discussions

4.1 Employed Dataset

This dataset is usually known as MLSI. Diagnosis of osteoporosis is acquired by the DEXA
scan. Contains 211 lumber spine pictures. The dataset includes images cropped from the DEXA display
monitor, with the approximate size of 453x519x3 pixels. All images are in the Joint Photographic
Experts Group (JPEG) format. The images were collected and validated at Dr. Khalid Ghanim Majeed’s
private clinic in Mosul, Irag. The dataset is divided into osteoporotic and normal cases according to the

BMD measurement.

(a) (b)

Figure 6: MLS Diverse Images from dataset (a) Normal (b) Osteoporotic

4.2 Standardizations

The MLSI dataset has 126 training images, 42 validation images, and 43 testing images, for a total of
211 images in three categories. All images are normalised to the size of 128x128x3. To improve the

network’s performance and to avoid overfitting, we increased the number of training and validation
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images. Augmentation operations: rescaling, shearing by a factor of 0.2, zooming by a factor of 0.2, and

horizontal flipping. They have been used to provide insight into the diversity between the images

offered.

All experiments were performed on a laptop computer with the following
specifications: The Lenovo laptop features an Intel core i5 processor running at 2.20 GHz and comes with
12 GB of RAM. Code has been executed online via google Colab platform by activating Pro Pulse version
with Python programming language version 3.9. and a Central processing unit (CPU) with a maximum of

51 gigabytes of Random Access Memory (RAM).

4.3 BOA Optimization
As previously mentioned, the proposed BOCNN model utilize BOA to optimize CNN

hyperparameters. Figure 7 shows the development of fitness score curve over iterations.
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Figure 7: Development of fitness score curve over iterations

This figure demonstrates the progression of the best fitness score over 15 generations during the
BOA hyperparameter tuning process. Initially, the fitness score is relatively low, starting at approximately
0.935. Nonetheless, it advances swiftly inside the initial generations, demonstrating the algorithm's
capacity to promptly discern more advantageous choices. From the 2nd to the 5th generations, the

enhancement progresses consistently, indicating that BOA is effectively optimizing its search within a
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constrained solution space. Between the 6th and 8th generations, the rate of enhancement diminishes,
signifying that the algorithm is shifting from exploration to fine-tuning, implementing incremental
modifications to optimize performance. The curve reaches its apex at the 9th generation with a fitness
score about 0.946 and maintains stability until the 14th generation. This plateau indicates the approach
towards an ideal or near-optimal solution. The graphic illustrates BOA's ability to reconcile global search
with local exploitation, showecasing its efficacy in optimizing hyperparameters to improve model

performance.
4.4 BOCNN Specifications

After several experiments the proposed CNN model for classification of the MLIS images into
normal and osteoporosis cases. It has 11 layers architecture that extracts and classifies osteoporosis
features systematically. The layers are input layer, first convolution layer, first pooling layer, second
convolution layer, second pooling layer, third convolution layer, third pooling layer, flatten layer, first
dense layer, second dense layer and softmax layer. BOA optimises 18 hyperparameters for the BOCNN,
which are located in the CNN main layers of convolution, pooling and dense, where all such layers are
considered. Each convolution layer has the parameters such as number of filters, kernel size and kernel
stride. The parameters of any pooling layer are: block size, block stride. The parameters in each dense
layer are the number of neurones and the dropout rate. Table 1 summarises the 18 hyperparameters and

their initial setup BOA values.

“Table 1: The examined CNN hyperparameters along with their initial value configurations (search

space)
Index Hyperparameter Initial Value Type
1 Number of filters in layer 1 Between 32 to 256 Random Integer
2 Kernel size in layer 1 3,40r5 Random choice
3 Kernel stride in layer 1 lor2 Random choice
4 Block size in layer 2 2,30r4 Random choice
5 Block stride in layer 2 lor2 Random choice
6 Number of filters in layer 3 Between 32 to 256 Random Integer
7 Kernel size in layer 3 3,40r5 Random choice
8 Kernel stride in layer 3 lor2 Random choice
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9 Block size in layer 4 2,30r4 Random choice
10 Block stride in layer 4 lor2 Random choice
11 Number of filters in layer 5 Between 32 to 256 Random Integer
12 Kernel size in layer 5 3,40r5 Random choice
13 Kernel stride in layer 5 lor2 Random choice
14 Block size in layer 6 2,30r4 Random choice
15 Block stride in layer 6 lor2 Random choice
16 | Number of dense neurons in layer 7 | Between 64 to 512 Random Integer
17 | Number of dense neurons in layer 8 | Between 64 to 512 Random Integer
18 Dropout rate in layers 7 and 8 Between 0.1 t0 0.5 Random float”

The best hyperparameters are selected by the maximum fitness value. Fig. 8 shows the final

BOCNN design, it has the best values achieved for the 18 hyperparameters. For the first convolutional

layer, the number of filters is 79 filters, the kernel size is 5 x 5 pixels and the stride is 2 x 2 pixels. First

pooling layer: block size = 3 x 3 pixels, stride = 2 x 2 pixels. For second convolution layer, number of

filters = 163 filters, kernel size =5 x 5 pixels and stride = 1 x 1 pixel. The block size of the second pooling

layer is 4 x 4 and the stride is 1 x 1 pixels. The number of filters for the third convolution layer is 125

filters with kernel size 5 x 5 pixels and stride 2 x 2 pixels. For the third pooling layer, block size =3 x 3

pixels, stride = 1 x 1 pixels. Dense layer 1: no. of neurones = 226 nodes, dropout = 0.3. For second dense

layer # of neurones = 286 nodes and dropout = 0.3.
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Figure 8: full architecture of the proposed BOCNN model

4.5 BOCNN Training and Validation

The BOCNN is then trained with the optimal hyperparameters values found. The training settings
are as following: ADAM optimiser, learning rate 0.001, batch size 32, max pooling window, RelLU
activation function, same padding, maximum 60 epochs, early termination if validation loss does not

improve over 5 epochs. Watch the validation loss to save time and avoid overfitting.

Figure 9, part A, presents the training and validation accuracy curves of the model over 40 epochs.
During the early stages (epoch 0 to 5), there is a significant rise in training accuracy, suggesting that the
model quickly starts to grasp patterns from the training data. The validation accuracy shows a similar
rising trend, although it is characterized by notable oscillations that reflect heterogeneity in the model's
generalization performance. As training progresses beyond epoch 10, both curves generally ascend, with
training accuracy stabilizing above 0.90. The validation accuracy exhibits oscillations during training but
remains close to the training accuracy, indicating a well-balanced learning process marked by adequate

generalization and minimal overfitting.
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Figure 4.9: Graphs depicting the training and validation phases of the BOCNN model.
The accuracies' training and validation curves are displayed on the left, while the losses'

training and validation curves are presented on the right.

Part B of the Figure 4.9 depicts the paths of training and validation loss. The training loss
commences at a significantly high level and declines rapidly in the initial epochs, signifying effective early
learning. The validation loss demonstrates a significant decline during this phase and maintains a
consistent downward trend, ultimately stabilizing at a low range in the subsequent epochs. Intermittent
small increases in validation loss could indicate a temporary responsiveness to validation samples or slight
overfitting; however, the general trend stays consistent. Collectively, these curves illustrate the model's
ability to learn efficiently from the data while preserving generalization performance over the course of the

training period.
4.6 GOCNN Testing

Finally, the testing phase of BOCNN model has exploited unexplored data of MLSI dataset. Figure
9 shows the confusion matrix for the model’s performance on test data for the normal and osteoporotic
classes. The model properly identifies 20 instances as normal and 21 cases as osteoporosis. However, it
has misclassified two normal cases. This results in a recall of 91%. The accuracy for osteoporosis detection
has achieved the exact proportion of 100%, which means every anticipated osteoporosis is right. The
overall accuracy has been benchmarked to be 95%, which shows that our proposed BOCNN model can

identify well between normal and osteoporotic cases for real clinical data. The high findings suggest that
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the BOCNN is learning important patterns from the training data and is able to confidently detect the

presence or absence of osteoporosis.
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Figure 10: Confusion matrix for the WOCNN testing phase

The ROC curve shows the trade-off between the true positive rate (sensitivity) and the false
positive rate across different classification thresholds. Both classes achieve an impressive AUC score of

0.98, indicating outstanding discriminatory power.

The ROC curve for the "normal” class, shown in blue, rises sharply towards the upper-left corner,
demonstrating that the model correctly identifies a high proportion of true negatives and true positives
with minimal false positives. Similarly, the red curve for the "osteoporosis™ class follows a comparable

trajectory, also approaching the ideal point (0,1), which denotes perfect classification
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Figure 10: The ROC curve for normal and osteoporosis classifications

This result shows that the BOCNN model has achieved very high accuracy in the diagnosis of

osteoporosis, which may contribute much to the early detection and intervention strategies of osteoporosis.

Moreover, it can help evaluate the progress of treatment for patients, thus decreasing the need for manual

and time-consuming evaluations.

4.7 Contrasts with alternative Models

Comparisons with other DL models are also considered in this study, they include: EfficientNet,
InceptionV3, GoogleNet, MobileNet, ResNet and VGG16. All of these DL models have been trained,

validated and tested for the same task and by using the same data, this ensures providing fair comparisons.

Figure 11 shows the confusion metrics of testing the compared models, they can be considered as the bases

of calculating the performance evaluations such as the accuracies and AUCs.
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Figure 4.18: Confusion matrices of testing the compared DL models: (a) EfficientNet, (b)
InceptionV3, (c) GoogleNet,(d) MobileNet, () ResNet and (f) VGG16

These results allows observing significant comparisons. EfficientNet attains the worst performance,
with the accuracy of 53.4% and AUC of 0.60. These statistics indicate that this network has no suitable

hyperparameters. InceptionVV3 obtains better results, with the accuracy of 74.4% and AUC of 0.88, which

can be attributed to its multi-branch architecture and slightly appropriate hyperparameters. GoogleNet and

MobileNet both produce similar results, with the accuracy of 83.7% and AUC of 0.94. Such outcomes

reveal that their hyperparameters are better but remain limited. ResNet achieves even better performance,

with the accuracy of 88.3% and AUC of 0.93, reflecting the advantage of residual connections in

mitigating vanishing gradients and improving the effects of its hyperparameters. VGG16 reaches the

highest results among all previously compared DL models, with the accuracy of 90.7% and AUC of 0.94.

These results confirm the capability of this DL model, however, it still lacking for the hyperparameters

optimization to further enhance its performance.

5. Conclusion

In this study, we used a dataset of DEXA clinic in Mosul, Iraq form MLSI to classify the cases as

normal or having osteoporosis. We introduce the BOCNN model. It shows the capability of BOA to

optimise 18 hyperparameters of a CNN to achieve the maximum feasible accuracy. The results highlight

95

The Scholar Journal for Sciences & Technology Vol .4 -NO.8 -29/07/2026
http://www.sst.journalnea.com


http://www.sst.journalnea.com/

r Vol A The Scholar ®
A9K Journal for SISt

Hybrid Framework between .....ccceeeeeeennnnn.. V& Stomote & Teckioligy

the importance of the choice of optimal values of CNN hyperparameters, since they might have a

considerable impact on the acquired performance.

The MLSI dataset consists of 211 genuine clinical photos. They are separated in training, validation
and testing sets. The different hyperparameters studied include the number of filters, convolutional kernel
sizes, convolutional kernel strides, pooling block sizes, pooling block strides, number of dense neurones,
and dropout rate. The best configuration of the suggested BOCNN model attained a very high testing
accuracy of 95%. Furthermore, 0.98 AUC value is attained for each case of normal class and osteoporosis

class. Accuracy is at a flawless 100%. The recall achieved an impressive 91% success rate.
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